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About the
E-Plex

Advanced
ACS

The E-Plex 5200 and E-Plex 5700 door locks are designed to limit and control entry to an
area or premises through the use of a numeric combination (PIN) entered via the keypad, for
both the E-Plex 5200 and E-Plex 5700, and the presentation of a proximity token (Prox Card),
for the E-Plex 5700. The locks are designed to work in conjunction with the E-Plex Advanced
Access Control System software (E-Plex Advanced ACS software), with the intent to use a
handheld Personal Digital Assistant (PDA) to transfer information between the PC and the
lock.

Note: For the purposes of this manual, the “Handheld PDA” or “Palm PDA” will be referred
to as the M-Unit (Maintenance Unit), as its primary function is to perform maintenance at
the lock.

The items explained in this chapter include:
e System Components
e System Definitions

e The E-Plex Advanced ACS Package
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System Components

The E-Plex Advanced ACS contains the following system components:
e E-Plex 5200 and/or E-Plex 5700 locks

e PC and the E-Plex Advanced ACS software

e Handheld M-Unit and the E-Plex Advanced ACS M-Unit software

e [f E-Plex 5700 locks are used, Prox Cards and a Prox Card Reader/Enroller

Note: The Prox Card Reader/Enroller is recommended, but not required.

E-Plex 5200 and E-Plex 5700 Locks

The E-Plex 5200 and E-Plex 5700 door locks are stand-alone, battery operated electronic
locks that function to grant access to authorized users. An E-Plex 5200 lock grants access
when users enter a valid PIN at the lock keypad (pushbuttons). An E-Plex 5700 lock will grant
access if a user enters a valid PIN, presents a valid Prox Card to the Prox Reader on the lock
front housing, or enters a valid PIN followed by an associated valid Prox Card. Either model
can store up to 3,000 unique users and store the last 30,000 transactions (audits) in the lock
memory. There is only one Master User per lock.

Lock Modes

You can access the E-Plex 5200 or the E-Plex 5700 lock by three modes:

e Factory Mode — The lock is shipped from the factory in Default Factory Mode and is
operational after being installed. The lock can only be opened with the Default Factory
Master User PIN of “12345678.”

e Access Mode — This mode refers to a lock that is operational for user access. When the
lock is in Access Mode, the method of lock access is PIN only for the E-Plex 5200. The
method of lock access for the E-Plex 5700 is PIN only, Prox Card only, or PIN and Prox
Card.

e Pushbutton Programming Mode — In this mode, the Master User, the Manager(s), or the
M-Unit Users can enter one or more command sequence to program, configure, or audit
the lock.

For more information about using the lock in these modes, refer to States of the Lock in
Chapter 4, Operating the E-Plex Lock at its Keypad.

Lock Access Methods

You can open a lock using one of three different access methods. You can set up the lock to
require different access methods for different users or for the same user operating the lock on
different access schedules.

PIN Only (E-Plex 5200 or E-Plex 5700)

Entering a valid PIN into the lock keypad will grant access to the lock.

1-2
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Prox Card Only (E-Plex 5700 only)

Only the presentation of a valid Prox Card is required to access the lock.

PIN and Prox Card (E-Plex 5700 only)

The entry of a valid PIN followed by the presentation of a valid associated Prox Card is

required to access the lock. Access via PIN and Prox Card is identified as “dual credential’
access.

Prox Cards and Prox Card Reader/Enroller (E-Plex 5700 Only)

The E-Plex 5700 lock supports HID Prox Card access as a method of lock entry for users.
The Master Operator can enroll Prox Cards for users at the PC via the pcProx™ Card
Reader/Enroller, or through the manual Batch Enroll method.

Note 1: The E-Plex 5700 lock supports only HID-supported Prox Cards with Wiegand bit
formats from the standard 26 bits up to 84 bits.

Note 2: The Prox Card Reader/Enroller is recommended but not required if only the
standard 26-bit Wiegand format Prox Cards are used in the system.

PC and E-Plex Advanced ACS Software

The E-Plex Advanced ACS software is installed on the PC and allows you to manage your
door locks and the associated user data from the PC. It also offers audit and reporting
capabilities.

M-Unit and E-Plex Advanced ACS M-Unit Software

The E-Plex Advanced ACS M-Unit software is installed on the M-Unit and allows for
programming (uploading) and auditing (downloading) of data to and from the lock. It also
allows for the download of User Table and lock Audit data from the lock to use for reporting
purposes at the PC.

System Definitions

This section contains system definitions for the following items.
e PC System Operator Classifications

e PINs

e Door Groups

e Access Schedules

e Holidays/Vacations

e Lock User Personnel Classifications

E-Plex Advanced ACS User’s Guide PKG 3114 0106 1-3
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PC System Operator Classifications

PINs

Three types of operators can use and operate the E-Plex Advanced ACS software.

e Level 1 Operator — The E-Plex 5200/E-Plex 5700 has one Level 1 Operator who is the
Master Operator with the highest system authorization. Unless additional operators are
added, this is the only person who can manage the system software. The Level 1
Operator has access to all functions of the E-Plex Advanced ACS software.

The Level 1 Operator can add Level 2 or Level 3 Operators to the E-Plex Advanced ACS
software. When an operator is added to the software, the Level 1 Operator must establish
a Logon Password. The Level 1 Operator can add a maximum of six operators to the
software: three Level 2 Operators and three Level 3 Operators.

e Level 2 Operator — Level 2 Operators can perform all functions of Level 1 Operators,
with the exception of adding, modifying, or deleting any other operators.

e Level 3 Operator — Level 3 Operators can perform all functions of Level 1 Operators,
with the exception of:

o Adding, modifying, or deleting any other operators.

o Having access to the System Setup menu in the software.

The E-Plex Advanced ACS features a variable length PIN (code or combination). A PIN can
be four to eight digits in length. Regardless of the length, a PIN will always be unique to a
given user. The default PIN length for all user types is four digits, except for the Master User
PIN, which is always eight digits in length. The default length of the User PIN can be changed
during the system setup at the PC. PIN lengths cannot be mixed for different types of users,
and they must all be the same—anywhere from four to eight digits in length.

Door Groups

You can define an unlimited amount of door groups in both the system database and the
lock.

A door group represents a group of physical doors that contain the E-Plex 5200 and/or the E-
Plex 5700 locks.

Access Schedules

You can define an unlimited amount of Access Schedules in the system database. However,
you can define only up to 16 access schedules in a lock. When assigning access schedules
to a user, you may only use the access schedules that have been assigned to the lock. There
is a default access schedule, “Always” (24 hours per day, seven days per week), that is built
into the system software and cannot be changed or deleted.

An access schedule is a defined time period during the span of a week during which users
are granted access to a door. Operators using the E-Plex Advanced ACS software at the PC
define the access schedules by selecting the days of the week that the schedule is active,
and by specifying the schedule’s start time and end time for the days specified. You can
define a descriptive schedule name for each access schedule. Once defined, you can assign
access schedules to a door from the Access Assignment menu of the software. A maximum
of 16 access schedules can be assigned to a single door.

PKG 3114 0106 E-Plex Advanced ACS User’s Guide
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Because you may specify whether the door access method is PIN (E-Plex 5200/E-Plex
5700), Prox Card (E-Plex 5700 only), or both (E-Plex 5700 only), the different access
schedules in the system cannot overlap.

If you have a need for periods of time where access for certain groups of users overlaps
partially, you will need to break those time periods into separate access schedules. Also, an
access schedule cannot bridge a time period over two days. If you have an access schedule
that needs to start before midnight and end after midnight, you must set this up as two
separate access schedules.

Example
During the week, | have three shifts at my company:
e  First Shift — 7:00 a.m. to 3:00 p.m.
e Second Shift — 2:00 p.m. to 11:00 p.m.
e Third Shift — 10:00 p.m. to 8:00 a.m.
These three shifts will need to be broken into seven access schedules so they do not overlap:
e 7:00 a.m.to 2:00 p.m. — First shift
e 2:00 p.m. to 3:00 p.m. — First and second shift overlap
e 3:00 p.m. to 10:00 p.m. — Second shift
e 10:00 p.m. to 11:00 p.m.— Second and third shift overlap
e 11:00 p.m. to 12:00 p.m. — First part of third shift (first day)
e 12:00 a.m. to 7:00 a.m. — Second part of third shift (next day)
e 7:00 a.m. to 8:00 a.m. — Third and first shift overlap
Additionally, by default, all user types (except the Master) are not granted any access to the
lock. So, access schedule(s) must be assigned to these types of users also.
Choose from the access schedules that have been previously defined for the door, which
means that the maximum number of access schedules that can be assigned to a user for a
particular door is the number of access schedules defined for the door.
Holidays/Vacations

You can define an unlimited amount of Holidays/Vacations in the system database. However,
you can define only up to 32 holidays/vacations in a lock.

A holiday/vacation template is a defined time period during which users will NOT be granted
access to a door. By default, there will be no access allowed to a door/lock during a defined
holiday/vacation period, except for the Master Operator, the Service Users, and any
“privileged” users who are set up to override the holidays/vacations.

Lock User Personnel Classifications

Up to six different types of users can perform various operations at the lock.

o Master User — The Master User is the top-level manager who performs the initial lock
setup activities and can program all lock functions. There is only one Master User per
lock. The Master User is the only user who has “Always” access to any lock, and has all
the access privileges all the time. The Master User’s PIN is always eight digits in length.
In E-Plex 5700 locks, the Master User can also assign a Prox Card for dual credential
programming of the lock at the lock keypad.
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¢ Manager User — A Manager User is a second-tier administrator who can program all lock
functions specified in the Summary of Pushbutton Programming Commands table in
Chapter 4, Operating the E-Plex Lock. Each lock can have up to 3,000 Manager Users.

o Access User — An Access User has only the ability to open locks. Each lock may have
up to 3,000 Access Users, which are permanent and never expire.

e Guest — A Guest only has the ability to open locks for a specified amount of time. Each
lock may have up to 3,000 Guest Users, which are temporary and last between 1 day
and 365 days (1 year).

e M-Unit User — An M-Unit User does not have access to open any locks. The M-Unit User
can only perform maintenance on locks, as well as any lock programming and auditing.
Each lock may have up to 3,000 M-Unit Users.

o Service User — A Service User has authorization any time of day to a lock for a specified
period of time, from 1 hour to 24 hours from the first time he or she enters the PIN, or for
one-time entry. The Service User has PIN only access to the E-Plex 5200 or E-Plex 5700
locks.

Note: Optionally, all of the user types, including Manager Users, can have one or all of the
following three privileges:

* Override holidays/vacations

®* Override deadbolt privacy

* First entry passage authorization

The E-Plex Advanced ACS Package

The E-Plex Advanced ACS package includes:
e E-Plex Advanced ACS software installation CD

o E-Plex Advanced Access Control System User’s Guide (this Guide, which is also
included on the installation CD in electronic format)

1-6
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Getting
Started

The contents of this chapter are intended to assist you with setting up your E-Plex Advanced
ACS (E-Plex 5200/E-Plex 5700).

The items explained in this chapter include:
e System Requirements
e Basic System Setup

e Main Menu and Toolbar

E-Plex Advanced ACS User’s Guide 2-1



» Getting Started

System Requirements

The following hardware and software minimum requirements are recommended to use the E-
Plex Advanced ACS.

e IBM compatible PC (Pentium Il or greater) capable of running Windows with an available
USB or serial port for a PDA cradle or a HotSync cable.

e Screen area resolution capability of 1024 x 768 pixels.

e CD-RW drive for installing the software and for backing up the database.

e Hard disk drive with at least 20 MB of disk free space.

e  Minimum system memory of 128 MB, or as recommended by the operating system.

o Windows 2000 Professional (Service Pack 4 or greater), Windows XP Home (Service
Pack 2 or greater), or Windows XP Professional (Service Pack 1 or greater).

e Palm PDA running Palm OS 4.0 or higher. See the latest list of compatible PDAs on the
E-Plex 5200/E-Plex 5700 Web site: www.e-plexlock.com.

¢ A Palm cradle or a HotSync cable is required to connect the Palm to the PC.

Note: For E-Plex 5700 lock systems only: You can order the pcProx ™ Card
Reader/Enroller with your E-Plex Advanced ACS. This device makes it quick and
convenient to enroll/assign Prox Cards to E-Plex 5700 lock users. It can also be used
to read and verify a user’s “lost and found” card. However, it is not required if all of your
Prox Cards are standard 26-bit Wiegand format, in which case you can manually input
card IDs through Batch enrolling. A USB port is required at the PC to use the Prox
Reader/Enroller.

Basic System Setup

Complete the following steps in this order prior to setting up the system for use:

¢ Install the Palm Desktop OS on the PC, and test for a successful HotSync operation on
the Palm PDA (M-Unit).

¢ Install and register the E-Plex Advanced ACS software on the PC, ensuring first that you
have Administrative rights to the PC. You must register the software for successful
installation.

¢ Install the E-Plex Palm Interface application on the M-Unit.

e For E-Plex 5700 lock systems only: Connect the Prox Card Reader/Enroller and enable
the device (as connected) in the System Setup | System Settings menu of the E-Plex
Advanced ACS software.

Quick Start Guide

Complete this Quick Start Guide to quickly set up an E-Plex 5200/E-Plex 5700 lock.

1. Ensure that you have already installed your Palm PDA Desktop OS version 4.0 or higher
on your PC and that your Palm PDA communicates (HotSyncs) to your PC without any
problem. Your Palm PDA must also be set with the correct date and time.
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10.
11.
12.
13.
14.
15.
16.

17.

18.
19.

20.

21.

22.
23.

Getting Started

Install the E-Plex Advanced ACS software and complete the software registration
process, as requested to activate the software. Refer to Software Registration and
Installation in this chapter for more information.

Install the E-Plex Palm Interface (M-Unit/Palm) application software and HotSync the
application to your Palm PDA. Refer to Installing the E-Plex Palm Interface
Application on the M-Unit (Palm PDA) in this chapter for more information.

Click the E-Plex Advanced ACS icon on your PC desktop to run the software.

Change the initial Operator Name and Password from "kaba" and "kaba" to something
else; remember your new Operator Name and Password for future login sessions.

Change the default 8-digit Master PIN to any other 8-digit Master PIN.

On the System Setup screen, change any default parameters, like the global user PIN
length, date/time format, etc., if desired.

Your unique 16-digit Customer Key is displayed on the Help | About screen menu. Write
this number down, as you will need to enter this same value in your Palm PDA later.

Ensure that your M-Unit (Palm PDA) and the Prox Card Reader/Enroller (if using E-Plex
5700 PIN and proximity card locks) devices are connected to your PC.

Create your door groups.

Create your access schedules.

Create your holidays/vacations, if desired.

Create your user groups.

Create your users — assigning each user a PIN, Prox Card (for E-Plex 5700), etc.
Create your doors — assigning each door with a lock model, lock function, etc.

Select a previously created door and assign access schedules, access type (i.e. access
by PIN only, card only, or both), holidays/vacations, and users for this door.

For the same selected door, assign access schedules to each user. You may also assign
privileges to each user, if desired.

Repeat Steps 16 and 17 above for other doors created in the system.

Select the Doors to program (upload) for your E-Plex 5200 and/or E-Plex 5700 lock
configuration files and HotSync these upload data files to your M-Unit.

On the M-Unit screen, tap the E-Plex ACS icon to launch the program. Enter the same
16-digit Customer Key from your E-Plex ACS PC software into the E-Plex application’s
Enter Customer Key screen (one time entry only).

Important: Ensure that the actual lock on the door to be programmed is properly
installed and initialized as per the Installation Instructions that came with the lock.

Take the M-Unit to each of the desired doors/locks, select the upload file for the door,
and program the lock. Repeat this step to program all the locks in your facility.

Similarly, go to the desired doors and audit the required locks in your facility.

Bring the M-Unit back to your E-Plex ACS software PC station, HotSync the audit
information back to the PC, and view and/or print the lock audits you just downloaded.

Setting Up and Installing the Palm OS on the PDA (M-Unit)

Prior to installing the E-Plex Advanced ACS software, you should review the “Getting Started”
information in the Basic Handbook for the Palm PDA, become acquainted with your basic
Palm PDA operation, and install your Palm Desktop software.
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At this time, you should also physically install the Palm Cradle (or HotSync Cable) for the
Palm by attaching it to your PC’s USB port or the serial port, depending on your Palm PDA’s
interface connector.

Software Registration and Installation

Kaba Access Control's E-Plex Advanced ACS software requires you to register your
individually licensed copy of the software with Kaba Access Control in order to use the
software. Registering the software will help secure your system database and the locks on
your site and will also aid Kaba Access Control in making you aware of any new software
upgrades, patches, etc. when required.

On the jewel case of the E-Plex Advanced ACS software CD, you will see a sticker with the
6-digit Serial Number for the software and an 8-digit Factory Number. You will use both of
these numbers to register the software.

The registration process is quite simple, and you can register the software in one of two

ways:

o Register online at Kaba Access Control’'s software registration website, anytime of the
day or night (24/7).

¢ Register by calling our Technical Support line at 800-849-8324 or 336-735-1331, Monday
through Friday between 8:00 AM and 5:00 PM Eastern Standard Time.

Important: You will not be able to install the software if you do not complete the
registration process with Kaba Access Control.

Software Registration

Complete the following steps to register the software:
1. Insert the E-Plex Advanced ACS Installation CD into the appropriate drive of the PC.

2. The E-Plex Advanced ACS Software Installation Browser loads and displays the E-Plex
Advanced Access Control Software browser menu.

E-Plex Advanced Access Control Software |”
Version 1.0
Copyright 2006

# CQuick Install [Read Me First)

@, Install Software

@® Product Documentation

®, Contact Us

PKG 3114 0106 E-Plex Advanced ACS User’s Guide



Getting Started

3. Click Quick Install (Read Me First), and read the brief instructions and tips on the
proper sequence of steps that you must follow when installing the E-Plex Advanced ACS
software.

4. Close this screen and click Install Software. The system displays the following screen,
which prompts you to choose an option to register your software — through Kaba Access
Control’s dedicated website or by calling Kaba Access Control's Technical Support phone
line, as shown below:

Install E-Plex Advanced Access Control Software

You must first register the software before proceeding further.

You can register by selecting either of the following two options.
(Please have the 8-digit Factory number and the 6-digit Serial
number found on your Advanced ACS Software CD case ready:

Select an option:

@, Option 1: Register Online

@ Option 2: Register by Phone

® Main Menu

If you click Option1: Register Online, proceed to the next step. If you click Option 2:
Register by Phone, proceed to step 16.

Option 1: Registering Through Kaba Access Control’s Website

5. This action assumes that your PC can connect to the Internet. When you select this
option, the system displays the following screen directing you to Kaba Access Control’s
software registration website:

Install E-Plex Advanced Access Control Software

You are about to register Kaba's Advanced ACS software Online.
Clicking on the link below will take you to Kaba's product software
registration website where you must:

- Fill out your contact information

- Type in the 8-digit Factory number

- Type in the 6-digit Serial number

- Receive your unique 8-digit Registration key (number)

Kaba software registration website

Click on the "Continue Installation" button to complete the installation. You
will be prompted to enter the 6-digit Serial number and the 8-digit
Registration key to complete the installation.

® Continue Installation

@ Main Menu
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Click the Kaba software registration website link. The system opens your default Web
browser to the E-Plex Advanced ACS Software Registration page.

E-Plex Advanced ACS Software Registration
Thank you for purchasing our product. Please choose the
appropriate option below:

7

.\

I'm registering my product for the first time

and need to generate my product
registration key.

I'm already registered but lost my product
registration key.

If you are registering for the first time, proceed to step 7.

If you lost your registration key, and need to retrieve it from Kaba Access Control,
proceed to step 13.

Registering for the First Time:

7.

If you are registering your software for the first time, select the first (Green) option. The
system displays the E-Plex Advanced ACS Software Registration page.

* required fizlds

First Name*

E-Plex Advanced ACS Software Registration

Thank you for purchasing our product. To activate your lock, please fill out this form to
receive your registration key.

Please note that any information you submit to us will be kept strictly confidential and will
naot be shared with any other company.

CONTACT INFORMATION

Tuesday, January 24, 2006

Last Name:*

IR\ta

Company/Organization:*

IThumas

Title/Position:

[

Phone Number:#*

IUniversity of the Marth IFaciIities Manager
Address:*

[123Main Street

City:* State/Province:*
|Saginaw |Michigan
Zip/Postal Code:* Country:*

|ag601 Jusa

Fax Mumber:

|989-656-1234

|989-556-6678

Email address:*

Email address again to confirm:*

|rita@un—te stedu

Purchased from which dealer?
ISaglnaw Locks

|rita@un—te stedu

Date purchased: {dd/mm/yyyy)*

select | [24/01/2008

PKG 3114 0106
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8. Complete the fields of the Contact Information area. Fields followed by an asterisk (*)
are required.

9. Complete the fields of the Software Registration area. Your Serial Number and Factory
Number are located on the software jewel case.

SOFTWARE REGISTRATION

Select the lock model{s) that will be used with this software:*
© E-Plex 5200 @ E-Plex 5700 C Both

Select the software version:*
& purchased Software © Demo Software

Serial Number:* Factory Number:*
{6 digits) (8 digits / 4 digits per entry field)
|135462 IDBDZ |D1DD

10. Complete the fields of the Optional Information area if you choose to provide additional
information to Kaba Access Control. A sample of some of the fields is shown below.

OPTIONAL INFORMATION

What factor influenced your decision to purchase this product?

© pdvertisement

# Sales Representative
' Security Cansultant
© Other / specify:

What type of installation will be utilizing the software?
{check all that apply)

[T commercial Building
¥ Callege / University
I Schoal / Educational
™ sirpart

Note: Information submitted is kept private and used only by Kaba Access Control for
informational purposes.

11. When you have completed the registration, click Submit.

» SUBMIT Xeiaty

Click on "SUBMIT" only once and wait. [t may take up to 30 seconds for the system
to process and validate your request.

Copyright ©2006 Kaba Il Corp.

The system will automatically generate your unique 8-digit Registration Key based on
your input:

Your Registration Key: 37200992

Please write down your registration key number and close this page.
Follow the software install screen prompts to finalize your installation.

12. Proceed to step 15.
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Lost Registration Key:

13. If you lost your registration key, select the second (Red) option. The system displays the
Registration Key Retrieval screen.

E-Plex Advanced ACS Software Registration
Registration Key Retrieval

If you lost your registration key, the system can send it to the
original email account that was used to register your product,

Email Address:
|rita@un—test.edu\

SEND REGISTRATION KEY

14. Type your Email Address in the field and click Send Registration Key.

You will receive an e-mail from Kaba Access Control with your Registration Key.

Rita Thomas

From: webmaster@kaba-ilco.com

Sent: Tuesday, January 24, 2006 4.35 PM

To: rita@un-test.edu

Subject: E-Plex Advanced ACS Registration Key Retrieval

E-Plex Advanced ACS Software Registration
Registration Key Retrieval - CONFIDENTIAL

This is an automated message. Do not reply.

Your Registration Key: 37200992

15. Write your Registration Key down and close the window. On the Install E-Plex
Advanced Access Control Software screen, click Continue Installation to complete
the installation.

You will be asked to enter your Registration Key along with the Factory Number later to
complete the installation. Proceed to Software Installation in this chapter.
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Option 2: Registering by Phoning Kaba Access Control’s Technical Support

16. When you click this option, the system displays the following screen:

Install E-Plex Advanced Access Control Software

You are registering Kaba's Advanced ACS software by Phone.
Please call Kaba's Technical Support phone line at 800-849-8324, or
336-725-1331 between 8:00 AM and 5:00 PM, Monday through
Friday (except holidays), Eastern Standard Time.

- Give your contact information

- Give your 8-digit Factory number

- Give your 6-digit Serial number

- Receive your unique 8-digit Registration key (number)

Click on the “Continue Installation” button o complete the installation.
You will be prompted to enter the 6-digit Serial number and the 8-digit
Registration key to complete the installation.

@ Continue Installation
@, Main Menu

Follow the instructions on the screen to register by calling Kaba Access Control’s
Technical Support line.

17. Kaba Access Control’'s Technical Support personnel will first register your contact info,
Factory Number, and Serial Number for your software CD, and will then give you a
unique 8-digit Registration Key for your software over the phone.

18. Write your Registration Key down and click Continue Installation to complete the
installation.

You will be asked to enter your Registration Key along with the Factory Number to
complete the installation. Proceed to Software Installation below.

Software Installation
Complete the following steps after software registration to install the E-Plex Advanced ACS
Software.

1. After you click Continue Installation on the Install E-Plex Advanced Access Control
Software screen, the system displays the InstallShield Wizard screen.

E-Plex Advanced ACS - Installshield Wizard LI

‘Welcome to the InstallShield Wizard for E-Plex
Advanced ACS

The IrstallShield® vizard wil install E-Plex Advanced ACS
on your computer. Ta continue, click Mest.

< Back | Next > I Cancel
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6.

The InstallShield Wizard guides you through the software setup and installation after you
have registered the software with Kaba Access Control. During installation, an E-Plex
Advanced ACS icon is added to the Windows Desktop screen and to the Windows
Program menu. A menu item is generated for E-Plex Advanced ACS, displaying the
following sub-menu options:

e E-Plex Advanced ACS Help

e E-Plex Advanced ACS

e Install E-Plex Palm Interface Application on Palm Organizer
e Install Palm HotSync E-Plex ACS Conduit

¢ Uninstall Palm HotSync E-Plex ACS Conduit

Follow the InstallShield Wizard prompts to complete installation. During installation, the
system displays the Enter Registration Information screen.

Enter Registration Information ll

Enter Setial number: I
Enter Registration key: I

Complete the Enter Serial number and Enter Registration key fields.

Click OK. The system congratulates you for successful registration.

E-Plex Advanced ACS Registration il
Congratulations, you have successfully registered this product.
Click OK.

The system displays the InstallShield Wizard Complete screen, indicating that the
software installation is complete.

E-Plex Advanced ACS - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield \Wizard has successfully installed E-Plex
Advanced ACS. Click Finish to exit the wizard.

< Back | Finish I Cance!

Click Finish to exit the InstallShield Wizard.
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Customer Key Security

After successful registration, the system automatically generates a unique 16-digit Customer
Key, which will be your system security key. This Customer Key will be used throughout your
facility as part of system security — in your PC database, the M-Unit handheld, and the E-Plex
5200 and E-Plex 5700 locks.

Your 16-digit Customer Key can be read anytime from the Help | About screen of the E-Plex
Advanced ACS software, as shown below.

About E-Plex Advanced Access Control Software x|
IKARA

E-Plex &dvanced Access Control Software

Wersion: 1.0.10
Custorner Key: 0511-0100-3720-0992

Tech Support & Customer Service
336-725-1331
800-543-8324

Copyright € 2005

This same Customer Key must also be entered in your M-Unit(s) before programming and/or
auditing the E-Plex 5200 and E-Plex 5700 locks.

Example of Software Registration Data Input and Output

A 6-digit Serial Number = 123456

and an 8-digit Factory Number = 0511 0100

will generate an 8-digit Registration Key = 3720 0992

so that your unique Customer Key will be = 0511-0100-3720-0992

which is a combination of: [Factory No. + Registration No.].

Installing the E-Plex Palm Interface Application on the M-Unit
(Palm PDA)

Once the E-Plex Advanced ACS application is installed, complete the following steps to
install the E-Plex Palm Interface Application on the M-Unit (Palm PDA):

1. Select Start | Programs from the Windows task bar.
2. Select the E-Plex Advanced ACS menu item.

3. From the E-Plex Advanced ACS menu, select Install E-Plex Palm Interface
Application on Palm Organizer.

E E-Plex Advanced ACS L3 @ E-Plex Advanced ACS Help
=0 F-Plex Advanced ACS

& Install E-Plex Palm Interface Application on Palm Organizer

B Install Palm HotSyne E-Plex ACS Conduit
@ Uninstall Palm HotSync E-Plex Conduit
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10.

The system displays the Install Tool screen, followed by the Confirm Add window:
x|

File[z] listed below will be installed on your handheld the next
time you perfoim a HotSync operation:

File Mame | File Sizel [restination | Add...
@ ePlexPalminterface. pic E1KE B Handheld e —
Done |
Change Destination...

— Tips:

Find other applications to install on your handheld at
hittp: Aenaes. palm. com

The 'add’ button looks first in the “ADD-0M folder inside your
C:4PALM folder. This folder is a convenient place ta stare
downloaded handheld files.

Click Done.
—OR-

If you want to change the destination (for example, to a Memory Card in the Palm), click
Change Destination. The system displays the Change Destination screen.

Change Destination x|
Change the destination of the flles ta be installed.
Install To: Install Tor
IHandheId j ISecureDlgllaI [SD] Card j ak. I
@ ePlexPalminterface. prc Cancel |
b2 |
2% |
 Tips:
“I'ou can install only certain lypes of files to the handheld [for example, files of
@ type ®prc, * pdb, etc.]
Filez of other types should be installed to a card.

Select the file from the Install To: field and click the >> button.
Click OK. The software returns to the Install Tool window.
Click Done.

The software files that are required for the M-Unit to program and audit an E-Plex
5200/E-Plex 5700 lock have now been prepared for transfer to the M-Unit. When you
connect the M-Unit to your PC and perform a HotSync operation, the system transfers
the E-Plex ACS M-Unit software files from the PC to the M-Unit and automatically installs
them on the M-Unit.

Ensure that the M-Unit is placed correctly into the cradle, or is connected via the HotSync
cable, and turn on the M-Unit.

Ensure that the HotSync Manager is active by checking to see if the HotSync icon is
visible in the system tray. If it is not active, load the HotSync Manager per the Palm
Desktop instructions.

Tap the HotSync icon from the M-Unit main menu or press the HotSync button on the
cradle.
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HotSyncing the M-Unit

Complete the following steps to HotSync the M-Unit. This installs the E-Plex ACS application
on the M-Unit.

1. From the main screen of the M-Unit, tap the HotSync icon.

402069 Address

0 @

2. When the following screen appears, ensure Cradle/Cable or just Cable (depending on
the type of PDA you have) is selected. You will receive a series of messages while the
HotSync is in progress.

mil

alm

(OSSN oua Thomos|

(fLast HotSync 8716705, 12:58
pro using Cradles Cable

]

w CradlesCable
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3. Tap the HotSync button. The following screens appear on the M-Unit and PC Desktop
while the M-Unit connects with the PC.

M-Unit

onnecting with the desktop
sing Cradles Cable

PC Desktop

HotSync Progress

Statug:  Spnchronizing To Do List

User: Jawa Thomas

® ® @

4. When the HotSync is complete, you will receive a message that it was successful.

el i
(OSSN oua Thomos|

lotSync operation complete.

]

w CradlesCable

5. Once the HotSync operation is complete, tap the Home icon to return to the Palm Main
Menu. The E-Plex ACS icon should now be visible on the Palm Main Menu.
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Windows XP vs. Palm HotSync vs. E-Plex Advanced ACS
Software Compatibility

When using the E-Plex Advanced ACS Software with certain Windows XP PCs, a software
compatibility problem exists if older versions of the Palm Desktop OS and its HotSync
Manager are installed. For example, in some XP PCs with Palm Desktop OS 4.x and
HotSync Manager 4.x, you may experience problems HotSyncing your M-Unit. If you
encounter this compatibility problem with your XP PC and Palm Desktop, follow the steps
below to resolve it.

Important: Before you download the updates, you must have already installed on your XP
PC Palm Desktop OS 4.x or higher. You must download the newer Palm Desktop 4.1.4E
upgrade from the Palm website, irrespective of what model of Palm PDA you currently
have.

Complete the following steps to resolve the compatibility issue:
1. Go to the following download page of the Palm website:

http://www.palm.com/us/support/downloads/windesk414e.html

2. Scroll the page all the way to the bottom and click on the following link:
1. Ready to download? Begin here. (42MB file)

3. Follow the on-screen download instructions to upgrade your current Palm Desktop and
HotSync Manger to the newer Palm Desktop 4.1.4E and HotSync Manager 6.0.1.

The next time you HotSync the E-Plex Advanced ACS software between your XP PC and M-
Unit, your PC and M-Unit will successfully upload and download data.

Entering Customer Key Information Into the M-Unit

Before you can transfer files to the lock, you must complete the registration of the M-Unit.

1. On the M-Unit, tap the E-Plex ACS icon. The M-Unit prompts you to set the Customer
Key before you can continue.

il

: 1
e-plex Acs [N
i

@ Customer key is not set,
please change it before
continuing.
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2. Click OK. The M-Unit displays the Enter Customer Key screen.

| 'Enter Customer Key

|
Fillin the fields below 50 that their
walues match those entered on the
Pi software. Palmn adrinistration
will fail unless PC and Palrn walues
ratch exactly.

[ oK ) dear ) [ Cancel )

3. Using the stylus and M-Unit’s “Keyboard” function, enter your 16-digit customer key in the
fields.

Fill in the fields below so that their
values match those entered on the
P software, Palm administration
will fail unless PCand Palrn walues
rnatch exactly.

0100- 3720 -0992

Note: You must click in each field, press the Number icon on the PDA’s silkscreen,
and tap the numbers. You can locate your Customer Key in the Help | About menu
screen of the PC software once you have registered the E-Plex Advanced ACS

software.

4. Click OK.
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5. If your Customer Key changes for any reason, i.e., for security reasons, you can access

the Enter Customer Key screen from the E-Plex ACS menu by selecting Cust. Key.

Il Application T
Diagnostics D
Dataligt N

You will now be able to program and audit the E-Plex 5200/E-Plex 5700 locks using the M-
Unit.

Installing the Prox Card Reader/Enroller (E-Plex 5700 Only)

If you are using a Prox Card Reader/Enroller with the system, you should attach it to a USB
port on the PC before you start the software for the first time. You should enable the device

(as connected) in the System Setup | System Settings menu of the E-Plex Advanced ACS
software.

Starting the E-Plex Advanced ACS Software on the PC

You can start the E-Plex Advanced ACS on the PC by clicking the E-Plex Advanced ACS
icon on the Desktop (recommended).

Or, you can start the software from the Windows Start | Programs menu.

B E-Plex Advanced ACS

L4 @ E-Plex Advanced ACS Help
m E-Plex Advanced ACS

& Install E-Plex Palm Interface Application on Palm Organizer
B Install Palm HotSyne E-Plex ACS Conduit
@ Uninstall Palm HotSync E-Plex Conduit
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Logging On for the First Time

The E-Plex Advanced ACS has now been loaded and is ready for logon. The software
displays the E-Plex Advanced ACS logon screen:

Log on to E-Plex Advanced ACS system

Note: The default Operator Name is “kaba” and Password is “kaba”. These will only be
used for the initial logon to the E-Plex Advanced ACS, and both must be changed to
proceed further.

1. The software prompts you to create a new logon ID.

E-Plex Advanced ACS System LI
® A new logon ID must now be generated.

2. Click OK. The software displays the Make New Operator window:
xi

mm Make New Operator

Operator Name for Lewvel 1 Operator

e

Password for Level 1 Operator

Werify Pazsword for Level 1 Operator

e e

The logan password must be at lzast ik
but no mare than ten characters long.

akK I Cancel | Help |

You must create a new operator at this time.

3. Inthe Operator Name for Level 1 Operator field, type a new operator name.

Note: The Operator Name is case-sensitive and can be a maximum of 20 characters.
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4. Inthe Password for Level 1 Operator field, type a password for the new operator.

Note: The password must be between six and ten characters. The password is case-
sensitive.

5. Inthe Verify Password for Level 1 Operator field, re-type the new password for
confirmation.

Note: Be sure to make a note of the password that was specified. If it is lost, you will
have to reinstall your E-Plex Advanced ACS software, or call Kaba Access Control’s
Technical Support line for assistance. It is recommended that you create another
operator for the software so that you have more than one entry path into the software.

6. Click OK. The software displays the following message:

%]
@ Cperator added to E-Plex Advanced ACS system successfully,
7. Click OK. The software displays the following message:
%
@ PIN Length, Prax Card Format, Time Format, Backup Path and Reparts Path can be changed via System Setup.

8. Click OK. The software prompts you to change the factory default eight-digit Master PIN
to some other eight-digit Master PIN.

Note: You must change the factory default Master PIN—12345678—to some other
eight-digit PIN, both here in the software and at the lock pushbutton/keypad. Otherwise,
you cannot use the E-Plex Advanced ACS lock system.

E-Plex Advanced ACS System Ll
@ The Factory default Master PIM in the lock must be changed from 12345678 to something else Far the system ko wark,

9. Click OK. The software displays the New Master PIN window:
x|

mm Enter your new Master PIN

ESC (12345575

“erify Master PIN: IW
Cancel |
10. In the Master PIN field, type the new global Master User PIN for all locks.

Note: The Master PIN must be eight digits long.
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11. In the Verify Master PIN field, re-type the new Master PIN for confirmation.

Note: Be sure to record the new Master User PIN that was specified.

12. Click OK. The software prompts you to change the default PIN length.
x|

Please select PIN length for Users

User FIN Length
’764 5 g 7 ('8

Cancel

13. Select the PIN length from the User PIN Length options.
14. Click OK. The system prompts you to enter the card format.
x|

‘wiegand Bit Format for Prox Cards
¢ Standard Format [26 Bit)

£~ Other Format [27 to 84 Bit)

Cancel |

15. Select the card format from the Wiegand Bit Format for Prox Cards options.

Note: If you only use E-Plex 5200 locks in your facility, Prox Card setup is not required.
Simply proceed to the next step.

16. Click OK. The system prompts you to enter a time format.

Enter time format il

Enter Time Format

& 12 Hour Time
' 24 Hour Time

Cancel
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The software displays the Main Menu for the E-Plex Advanced ACS:

BB -Plex Advanced acs
i ccess Schedules  Holidays/Vacations  User Groups Users Doors  Access Assignment Program Audit Reports  System Setup Help

i ElT L

E-Plex Advanced
Access Control
Software

ACCESS CONTROL

Main Menu and Toolbar

This section describes the Main Menu and Toolbar, which are the primary points to access
the functions of the E-Plex Advanced ACS.

Main Menu

The Main Menu provides access to all functions and displays the available menu options.

|Fi|e Door Groups  Access Schedules  HolidaysfWacations  User Groups  Users Doors  Access Assignment  Program  Audit  Reports  Swstem Setup Helpl

The following 13 drop-down menus are available from the Main Menu:
1. File

2. Door Groups

3. Access Schedules
4. Holidays/Vacations
5. Users Groups

6. Users

7. Doors

8. Access Assignment
9. Program

10. Audit
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11. Reports
12. System Setup
13. Help

Refer to the appropriate section in the manual for more detail on each of the options that are
available from the drop-down menus. These options are also available from the Toolbar.

Toolbar

The Toolbar is located directly below the Main Menu and displays the icons for the Main
Menu options.

WP At e S Y

You can select an icon on the toolbar by positioning the mouse pointer on the icon and
clicking the left mouse button one time. The menus available from the E-Plex menu bar and
the corresponding Toolbar icon (if applicable) are described in the following sections.

File Menu
[Fie’

Backup
Restare fram Backup

Export Users ...
Import Users ...

Exit

From the File menu, you can back up data files and restore them, export and import lists of
users, and exit the software.

You can export your E-Plex Advanced ACS user information from the software as a tab-
delimited text file with the following information:

e Last Name
e First Name
e User Group
e User Type
e CardID
o 27-84-bit Wiegand HID Card (8-digit hexadecimal number)
e Formatted Card ID
o 26-bit Wiegand (xxx-yyyyy), where xxx = 001 to 255 and yyyyy = 00001 to 65535
e PIN

The first record in the text file will be the titles of the above seven fields, as shown below:
Last Name First Name User Group User Type Card ID Formatted Card ID PIN

You can also import user information from another system using exactly the same tab-
delimited text file format, including the header title record, as mentioned above. You can call
Kaba Access Control's Technical Support for more help with importing or exporting user
information.
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Door Groups

[roor Groups
uﬂ'[i Manage Doot Groups ...

From the Door Groups menu, you can add, edit, or delete any number of door groups.

Access Schedules

Access Schedules

_\‘) Manage Access Schedules ... |

From the Access Schedules menu, you can add, edit, or delete up to 16 access schedules.
An access schedule is a defined time period during the span of a week in which users can be
granted access to the door. One of the 16 schedules will have an “Always” access schedule
that is built into the system software; this schedule cannot be changed or deleted. Schedules
with different access credentials, for example PIN and Prox schedules and PIN only

schedules, cannot overlap.

Holidays/Vacations

ﬁ HolidaysWacations

Manage Holiday Vacations ... |

From the Holidays/Vacations menu, you can set up as many as 32 holiday and vacation
schedules per lock, but any number of them in the software, including adding, editing, or
deleting holidays or vacation blocks. When a holiday/vacation period (one day or a
consecutive block of days) is assigned to a door, the door will NOT grant access to Access
Users or M-Unit Users during that period. Holidays/Vacations can be overridden by all
Service Users, plus any other selected “privileged” users and Manager Users.

User Groups

Users

e e User Groups
l"l"l Manage LIser Groups ...

From the User Groups menu, you can add, edit, or delete any number of user groups.

- Users
T Manage Users ...

From the Users menu, you can add, edit, or delete up to 3,000 users and their associated
PINs in a lock, but any number of them in the software. For E-Plex 5700 locks only, you can
also add, edit, or delete their associated Prox Cards. There are five types of users:

e Manager
e Access

e Guest

e Service
e M-Unit

Refer to the Summary of Pushbutton Programming Commands table in Chapter 4,
Operating the E-Plex Lock, for detailed access rights of each of these users.
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Doors

Daors
ﬂ Manage Doors ...

From the Doors menu, you can add, edit, or delete any number of physical doors that have
an E-Plex 5200/E-Plex 5700 lock in the software.

Access Assignment

Program

Audit

Reports

ﬂ Access Assignment

Manage fccess Assignment ...

Note: The Access Assignment menu is the most important menu, everything related to
access control is tied together in this menu.

From the Access Assignment menu, you must select a door and assign the door schedules,
holidays/vacations, and the users who should have access to this door. When you assign the
access schedules to the door, you must also specify if the door schedule requires PIN
access, Prox Card access (for E-Plex 5700 only), or dual credential access (for E-Plex 5700
only) and ensure that these schedules do not overlap. Also, for each user type, you must also
assign a schedule and, optionally, assign any one or more of the following three privileges:

e Override holidays/vacations
e Override deadbolt
o First user passage entry

Finally, you also have the option to enable the passage mode function (by default, it is
disabled). After this process, the lock configuration data is set up and prepared to be
HotSynced to the M-Unit, and then uploaded to the door/lock.

= g Pragram
§_ Program Lock.

The Program area of the software is selected when the lock configuration data have been
prepared to be uploaded to a door/lock. If data have been prepared, you can transfer
(HotSync) the data to the M-Unit, so they can then be used to program the lock(s).

r‘i Audit
E_ Audit Lock

The Audit area of the software is selected when new audit data have been received from a
door/lock via the M-Unit for reporting purposes. The data will then be available to view or print
as an audit report. Each lock will always hold up to the last 30,000 audit events in its memory.

= Reports
Reports ...
From the Reports menu, you can generate reports from the E-Plex Advanced ACS data. If

data have also been received from a door/lock, you can select an option to generate a report
from that data.
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System Setup

Help

System Setup

Syshem Setkings .
Add Mews Operatar ...
Delete Operator ...
Change Password ...

Archive PC Activity Lag

From the System Setup menu, you can set up and maintain all system information, such as
Wiegand bit format for Prox Cards and global PIN length for Users. You can add new
Operators to the software, delete existing Operators, or modify the passwords for existing

Operators. You can also archive PC System activity data from this menu.

Help

| Help Topics

5 About

From the Help menu, you can access the online help or display the E-Plex Advanced ACS
software Registration Key, version number, and copyright information.
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Using the
E-Plex
Advanced
ACS Software

This chapter explains how to use the E-Plex Advanced ACS software, including:

System Setup Menu
Managing Door Groups
Managing Access Schedules
Managing Holidays/Vacations
Managing User Groups
Managing Users

Managing Doors

Access Assignment
Programming Locks
Auditing Locks

Reporting
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System Setup Menu

The System Setup menu allows you to define and maintain global system settings that, in
most cases, you need to do only once during the initial system setup.

To access system settings, select an option from the System Setup menu or click the
System Setup menu icon.
Systern Setup

System Settings ..,
Add Mew Operatar ...
Delete Operatar ...
Change Password ...

Archive PC Activity Log

Changing System Settings

You should establish the system settings before you begin using the E-Plex Advanced ACS
on a daily basis. However, you can use this feature at any time if you need to update or add
to the existing information.

Click on the System Settings option. The system displays the System Setup menu.

%]
System Setup Menu
~Manage Door Group Master For ES700 Only

‘wiegand Bit Format for Prox Cards
Master PIN: I Yerify F‘IN:I ’7 I Standard Format [26-Bit)

™ Other Format [27 to 84-Bit]

Dioor Group Piox Enroller
Associatinn:l j ’7 ™ Prox Ervoller Cornected

Card \D-I User PIN Length
w4 (5 (If (7 (8

Azzign Card Remaove Card Time Format
’7 & 12 Hour Time 24 Hour Time ‘

r— Default Path fior Backup
IC:\F‘ngram Files'K.abatE PlevAdvancedACS B ackup Browse |

— Default Path fior Repoit:
IC:\F‘ngram FilesK.aba‘E PlevAdvancedACS \Reparts Browse |

Save I Cancel | Help |

1. Edit the following data areas as desired:

e Door Group Association
Here you can do one of two things:

o Change the existing global Master PIN for the entire system (i.e., all locks in
all Door Groups).

o Assign different Master PINs for different Door Group locks.
¢ Manage Door Group Masters

Once you have selected one of the above two options, enter the changed Master PIN
in the Master PIN field, and re-enter the PIN in the Verify PIN field.

Note: You must remember to change the factory Master PIN default of 12345678
to the new Master PIN entered here in the software for the system to work properly.
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e CardID

Optionally, you can also assign a Prox Card for the Master here, in which case the
Master has to use dual credential (PIN and Prox Card) every time to program the lock
at the lock keypad.

o Wiegand Bit Format for Prox Cards (applies to E-Plex 5700 locks only)

Select the appropriate Wiegand Bit Format for Prox Cards that you are using in
your system. The default value is Standard Format (26-Bit). If you select the non-
standard Other Format (27 to 84-Bit), you must use the Prox Card Reader/Enroller
to assign Prox Cards for the users. In this case, the display of the card ID format in
the Users dialog menu will not be in standard xxx-yyyyy format, but will display as a
long hexadecimal number only.

e Prox Enroller (applies to E-Plex 5700 locks only)

By default, the Prox Enroller Connected field is not selected. You must select this
field only if you have the Prox Reader/Enroller device attached to the PC.

e User PIN Length

Select the appropriate global User PIN Length—between four and eight digits—that
you will be using in your system. The default User PIN length is four digits.

o Time Format and Daylight Savings Time (DST)

Select the display of Time Format for your system. The default is 12-Hour Time
(a.m. and p.m. display), and the other option is 24-Hour Time display.

The E-Plex Advanced ACS software will use the start and end dates/times of the
DST setup (if enabled) directly from your PC’s operating system. It will automatically
send this information to the locks via the M-Unit, so that the DST switching in the lock
will occur automatically.

e Default Path for Backup

This field defines the default directory path to be used when backing up system data
files. You may change the backup path to a CD-RW drive, network drive, or another
similar type of drive.

o Default Path for Reports and PC Activity Log

This field defines the default directory path to be used when generating and saving
reports and archived data files. You may change the path for reports to a CD-RW
drive, network drive, or another similar type of drive.

2. Once you have updated the desired fields, click Save. The software verifies whether any
doors are affected and need to be re-programmed.

E-Plex Advanced ACS Syski 5'
@ Mo doors are affected by this change.

3. Click OK. The software confirms that the changes saved successfully and prompts you
for further changes.

E-Plex Advanced ACS System 5'

@ The system settings have been changed successfully. Have all desired changes been made?

e

4. Click Yes. The software closes the System Setup menu window.
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Making a New Operator

The Add New Operator option allows you to create a new Operator in the E-Plex Advanced
ACS.

Note: The first Operator that you create in the software upon installation is the Level 1
Operator. You must be the Level 1 Operator to add or delete other Level 2 or Level 3
Operators.

Complete the following steps to create a new Operator:

1. From the System Setup menu, select Add New Operator. The software displays the
Make New Operator window:

Make New Operator x|

mm Make New Operator

Level 1 Operator Password

e

Operator Mame for Mew Operator

e e

Pazzword for Mew Operator

e

Werify Password for New Operatar

e

Operator Lewvel

|2 =1
=
The logon password must be at least six
bt no more than ten characters long.

Ok I Cancel | Help |

In the Level 1 Operator Password field, enter the password.

In the Operator Name for New Operator field, enter the name of the new Operator.

Note: The Operator name can be a maximum of 20 characters. The Operator name is
case-sensitive.

In the Password for New Operator field, enter a password for the new Operator.
In the Verify Password for New Operator field, re-enter the password.

In the Operator Level field, click the Up and Down arrows to select the level of the new
Operator.

Note: The Operator Level options are 2 and 3.

7. Click OK. The software displays confirmation that the Operator was added successfully:

E-Plex Advanced ACS System Ll
@ Operator added ko E-Plex Advanced ACS system successfully,

8. Click OK again. The software closes the Make New Operator window.
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Deleting an Operator

The Delete Operator option allows you to delete an Operator from the E-Plex Advanced ACS
software. Complete the following steps to delete an Operator:

1. From the System Setup menu, select Delete Operator. The software displays the
Delete Operator window:

Enter Operator to Delete LI

#IKALRXA pelete operator

Enter level 1 uzer passward and select which
operator to delete from dropdown list below,

MOTE: Only level 2 and level 3 operators are listed and it is
anly these operators which can be deleted

Level 1 Password:

|
jv

2. Inthe Level 1 Password field, enter the password.

Click the Down arrow to select an Operator to delete from the list.
Click OK. The software prompts you for confirmation.

X

@ Are you sure you wank ko remove operator DavidSmith From the system?

I

5. Click Yes. The software confirms that the Operator was removed from the database.
x|

@ Operator has been removed From database.

6. Click OK. The software closes the Delete Operator window.
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Changing an Operator Password

The Change Password option allows you to change an Operator’'s password. Complete the
following steps to change an Operator’s password:

1.

From the System Setup menu, select Change Password. The software displays the
Change Password window.

Change Operator Password 5'

TTKARA change Pessword

Operator Name

[ - |

Current Dperator Pazsward

e

Mew Operator Password

o

Verify New Password

e

Operator Level

=
The operator password must be at least
i but ho more than ten characters long,

ok I Cancel | Help |

From the Operator Name drop-down list, select an Operator.

In the Current Operator Password field, enter the current logon password of the
Operator.

In the New Operator Password field, enter the new six-character logon password for the
Operator.

Note: The Operator password must be exactly six characters long, and can consist of
numbers, characters, spaces, and special characters (i.e. ~|@Q#$%"&", etc.).

In the Verify New Password field, re-enter the new password.

In the Operator Level field, type the level of the Operator.

Click OK. The software displays confirmation that the password changed successfully.
x|

@ Logon password changed successfully,

Click OK again. The software closes the Change Password window.
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Archiving the PC Activity Log

The Archive PC Activity Log function allows you to archive and remove old records in the
system activity log. Complete the following steps to archive the PC Activity Log.

1. From the System Setup menu, select Archive PC Activity Log. The software displays
the Save Activity Log window:

21x|
Save in: Ia Reparts j - £ '

File: name: Im j Save I
Save as type: IArchwa Files [*.ARC) j Cancel |
Z]

2. Type the archive file name in the File name field; the default name is “ArcMMDDYY,”
where MM=month, DD=day, and YY=year.

3. Click Save. The software displays the Archive PC Activity Log window:
xi

%m Archive PC Activity Log

Archive flename:  C:\Pragram
Fileg\K.abakE PlextdvancedaCS \Reportsharc07 2005, arc

Archive all PC Aclivity Log records before:

[ 4§ July. 2005 [+ |

Surm Mon Tue wed Thu Fri Sat
B0 2w o:m oW1 2

3 4 5 B F o8 19
0 11 12 13 14 15 16
17 18 19 #p 21 22 23
24 2% 2% X B 23 W
I 12 3 456
Today: 7/20/2005

Click OK to begin the archive process.

|
oK I Cancel | Help |

4. Select the date at which the archive cutoff is established.

Note: The default date displayed will be the first of the month preceding the current
month.

e To navigate the calendar by month, click the Left and Right arrows to either side of
the month and year.

e To select a specific month of the current year, click the month displayed and select a
different month from the list.

o To select a different year, click the year and use the Up and Down arrows to select a
different year.
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e Once the appropriate month and year are displayed, select the exact archive date by
clicking the date on the calendar. The date should be circled in blue.

5. Click OK. The software confirms that the Activity Log archive is complete.
x|

@ The Activity Log archive process is complete,

6. Click OK again. The software closes the Archive PC Activity Log window.

Managing Door Groups

Door Groups provide a way to manage multiple doors at a site. The E-Plex Advanced ACS
software allows Operators to group doors according to any criteria.

For example, your site may be a small college campus where you will be installing the E-Plex
5200 and/or the E-Plex 5700 locks in four different buildings. In this case, you can create four
different door groups and name them Admin Bldg, Library, R&D Bldg, and Dorm-A. Or, you
can create many door groups within a building like Classrooms, Maintenance Areas, and
Faculty Offices.

The E-Plex Advanced ACS software allows you to manage door groups from the Door
Groups menu.

Note: You can define any number of door groups in the software.

To manage door groups, from the Door Groups menu select Manage Door Groups, or click
the Manage Door Groups button.

Door Groups
) Manage Door Groups ... l],[m
The software displays the Manage Door Groups window.
x]
u_[m Manage Door Groups
Mo, | Dioor Group Name |
Add
Edit
Delete

From this window, you can add, edit, or delete door groups.

3-8
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Adding a Door Group

Complete the following steps to add a door group.

1. From the Manage Door Groups window, click Add. The software displays the Add Door
Group window.

Manage Door Groups llil
m Add Door Group

Flease enter appropriate information to add a door
group to the system Door Group can be no mare than
20 characters.

Daaor Group:

|

Cancel

2. In the Door Group field, type the name of the door group you are adding.

Note: The door group name can be a maximum of 20 characters and may include
special characters and spaces.

3. Click Save. The software displays the new door group name in the Manage Door
Groups window.

x]
[l—[m Manage Door Groups

Mo, | Dioor Group Name |

1 Admin Building
Add
Edit
Delste
Cloze

Note: You can add additional door groups at any time.
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Editing a Door Group

Complete the following steps to edit a door group:
1. From the Manage Door Groups window, select a door group to edit by clicking it.
2. Click Edit. The software displays the Edit Door Group window.

x|
[Um Edit Door Group
Fleaze enter appropriate information ta edir a daar group
in the system. Door Group can be no more than 20
characters.
Daaor Group:
JAsdmin Building
Cancel
3. Inthe Door Group field, change the name of the door group.
x|
m Edit Door Group
Flease enter appropriate information to edir a door group
in the system Door Group can be no more than 20
characters.
Daaor Group:
Cancel

Note: The Door Group name can be a maximum of 20 characters and may include
special characters and spaces.

4. Click Save. The software prompts you for confirmation.
X

& Are you sure you want to update this door group?

5. Click Yes to update the door group. The software alerts you that the database has been
updated and that it will search for affected doors.

E-Plex Advanced ACS System LI

@ Door Group has been changed and database has been updated. The system will now check ko see if any doors are affected.

6. Click OK. If no door groups were affected, the software alerts you.
x|
@ Mo doors are affected by this change.

3-10 PKG 3114 0106 E-Plex Advanced ACS User’s Guide



Using the E-Plex Advanced ACS Software <

7. Click OK again. The software displays the edited door group in the Manage Door
Groups window.

5
u_[m Manage Door Groups
Ma. | Dioor Group Namme |
1 Library
Add
Delete
Cloze

Note: You should update your locks to reflect modified door groups by programming
the M-Unit and uploading the information to the locks. For more information, refer to M-
Unit Handheld PDA in Chapter 5, Programming and Auditing Locks.

Deleting a Door Group

Complete the following steps to delete a door group.
1. From the Manage Door Groups window, select a door group to delete by clicking it.

2. Click Delete. If a door is associated with the door group, the software displays the Doors
Affected window, which displays all doors associated with the door group and prompts
you for confirmation.

Doors affected LI

T KARA  voors Afectee

Thiz Dioor Group is attached to the following doors. Does this operation need to
continue?

Left Entrance Door

Ma Yos

3. Click No or Yes to confirm.

If you click No, the software returns to the Manage Door Groups window and the door
group is not deleted.
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If you click Yes, the software prompts you for confirmation.
]

@ Are you sure you wank ko delete Door Group Admin Building?

I

4. Click Yes. The software alerts you that the door group has been deleted from the
database.

E-Plex Advanced ACS System LI

@ Door Group has been deleted From database.

5. Click OK. The software returns to the updated Manage Door Groups window.

llﬂ[i Manage Door Groups

I

Mo, | Door Group Mame |

Add

E dit

Delete

Cloze

2

Note: You should update your locks to reflect modified door groups by programming
the M-Unit and uploading the information to the locks. For more information, refer to M-
Unit Handheld PDA in Chapter 5, Programming and Auditing Locks.

Managing Access Schedules

An Access Schedule is a defined time period during the span of a week in which users can
be granted access to the door. The E-Plex Advanced ACS software allows you to globally
define access schedules. Once you have defined access schedules, you will assign them to
doors and to the users who will access those doors. The E-Plex Advanced ACS software
allows you to manage access schedules through the Access Schedules menu.

Note: You can define a maximum of 16 access schedules in the lock, but any number of
them in the software. However, the Always access schedule is standard and is pre-defined
in the software. It cannot be changed or deleted. The Always schedule allows 24/7 access
to its associated doors and users.

To manage access schedules, from the Access Schedules menu select Manage Access
Schedules, or click the Manage Access Schedules button.

Access Schedules ks

Manage Access Schedules ... | 9

3-12 PKG 3114 0106 E-Plex Advanced ACS User’s Guide



Using the E-Plex Advanced ACS Software <

The software displays the Manage Access Schedules window.

x]
9 Manage Access Schedules

Mo, | Schedule Mame | Sun fMon | Tue | Wed | Thu Fri Sat Stark |End |
1 Aways 1505550 e 12200 8M 11:53 P

Add

Edit

Delete

P

Close

Schedule aszignment
’7 00 Dayis assighed to Access Schedule I Dayis NOT assigned to Access Schedule

From this window, you can add, edit, or delete access schedules.

Adding an Access Schedule

Complete the following steps to manage access schedules.

Note: You may add additional access schedules at any time.

1. From the Manage Access Schedules window, click Add. The software displays the Add
Access Schedule window.

%]
9 Add Access Schedule

Enter desired Access Schedule and select "tdd" ta enter it into the system. When
all Access Schedules have been entered. select "Done”. IF an existing schedule
iz to be deleted, select the schedule and select "Delete”.

Access Schedule Name:

Stait Time End Time
5:00 AM = 5:00 PH =

Save

Cancel

2. Inthe Access Schedule Name field, type the name of the access schedule you are
adding.

Note: The access schedule name can be a maximum of 20 characters and may include
special characters and spaces.

3. Select the appropriate check box for the day(s) you want to add to the access schedule.
These are the days that users will have access to a door.

4. Inthe Start Time field, type or select a start time. This is the time that access begins
each day.
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5.

In the End Time field, type or select an end time. This is the time that access ends each
day.

Click Save. The software displays the new access schedule in the Manage Access
Schedules window.

]
Manage Access Schedules
No | Schedule Mame | Sun | Mon | Tue | ‘Wed | Thu | Fri Sat Start | End |
1 Al 15555 555500 5 T O 1200 A 17:59 P
2 Mormal \wzekcay [N R [ [ O N m00AM 500 PM
Add |
Edit |
Delete |
Schedule assignment
’7 00 Dayis assighed to Access Schedule P Dayis NOT assigned to Access Schedule ‘

Note: Once added, the access schedule becomes available in the Access Schedule
drop-down list throughout the E-Plex Advanced ACS software.

Editing an Access Schedule

Complete the following steps to edit access schedules.

1.

From the Manage Access Schedules window, select an access schedule to edit by
clicking it.

Click Edit. The software displays the Edit Access Schedule window.

x|
9 Edit Access Schedule

Enter desired Access Schedule and select "Add" ta enter it into the system. 'When
all Access Schedules have been entered, select "Done”. I an existing schedule
iz to be deleted, select the schedule and select "Delete’

Access Schedule Name: INormaI ‘Weekday

Sun Mon Tue Wed Thu Fri Sat

Stat Time End Time
= =
5:00 AM = 5:00 PM =
Save
Cancel
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In the Access Schedule Name field, change the name of the access schedule.
x|

}) Edit Access Schedule

Enter desired Access Schedule and select “Add" to enter it into the system. When
all Access Schedules have been entered, select "Done". If an existing schedule
iz to be delsted, select the schedule and select "Dielete".

Access Schedule Name: [M-F. 8:00-5:00

Stant Timne: End Tirne:

= =l
S00AM = 500 PM =

Save

Cancel

Select the appropriate check box for the day(s) you want to change in the access
schedule. These are the days that users will have access to a door.

In the Start Time field, change the start time, if necessary. This is the time that access
begins each day.

In the End Time field, change the end time, if necessary. This is the time that access
ends each day.

Click Save. The software prompts you for confirmation.

E-Plex Advanced ACS System il
& Are you sure you want ko update this access schedule?
o |

Click Yes to update the access schedule. The software alerts you that the database has
been updated and that it will search for affected doors.

E-Plex Advanced ACS System LI
@ The access scheduls template [M-F, §:00-5:00 was updated ta the database successfully, The system will now check ta see if any doors are affected.

Click OK. If doors were affected, the software alerts you with a list of doors that need to
be re-programmed; else, the following screen is displayed.

E-Plex Advanced ACS Syskel 5'
@ Mo doors are affected by this change.
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10. Click OK again. The software displays the edited access schedule in the Manage

Access Schedules window.

Manage Access Schedules

}) Manage Access Schedules

x

Mo. | Schedule Mame | Sun ton | Tue | 'wed | Thu Fri Sat Start |End |

1 Always 1555 5 50 12:00 0 1153 Pt
E I O [ Y 200AM  SO0PM

Add

Edit

Delete

dd

Close

Schedule assignment
’7 0 Dayis assigned to Access Schedule P Dapis NOT assigned to Access Schedule

Note: You should update your locks to reflect modified door groups by programming
the M-Unit and uploading the information to the locks. For more information, refer to M-
Unit Handheld PDA in Chapter 5, Programming and Auditing Locks.

Deleting Access Schedules

Complete the following steps to delete access schedules.

1. From the Manage Access Schedules window, select an access schedule to delete by
clicking it.
2. Click Delete. The software prompts you for confirmation.
X
@ Are you sure you wank ko delete Access Schedule Template M-F, &:00-5:007
w |
3. Click Yes to confirm the deletion. The software alerts you that the access schedule has
been deleted from the database.
x|
@ The access schedule template has been deleted From database.
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4. Click OK. The software returns to the updated Manage Access Schedules window.

x
9 Manage Access Schedules
Mo. | Schedule Mame | Sun Mon | Tue | ‘'wed | Thu Fri Sat Stark | End |
1 Alvays 150055015000 122000 11:59 P
Add |
Edit |
Close |
Schedule assignment
’7 00 Dayis assigned to Access Schedule I Dayis NOT assigned to Access Schedule ‘

Note: You should update your locks to reflect modified door groups by programming
the M-Unit and uploading the information to the locks. For more information, refer to M-
Unit Handheld PDA in Chapter 5, Programming and Auditing Locks.

Managing Holidays/Vacations

A Holiday/Vacation template is a defined time period during which users will NOT be granted
access to a door. By default, there will be no access allowed to a door/lock during a defined

holiday/vacation period, except for Service Users and any assigned “Privileged” users in the
system.

Note: You can define a maximum of 32 holiday/vacation periods in the lock, but any
number of them in the software.

To manage holidays/vacations, from the Holidays/Vacations menu, select Manage
Holidays/Vacations, or click the Manage Holidays/Vacations button.

HolidaysWacations W

Manage Holiday Wacations ...
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The software displays the Manage Holidays/Vacations window.

T
W Manage Holidays/Vacations
No. I Haolidap A acation Narme I Start Date | StartTime | End Date | End Time |
Add |
Edit |
Delete |

From this window, you can add, edit, or delete holidays or vacations.

Adding a Holiday/Vacation

Complete the following steps to add a holiday/vacation.

1.

From the Manage Holidays/Vacations window, click Add. The software displays the
Add Holiday/Vacation window.

Enter Holiday,/¥acation Information il

ﬁ Add Holiday/Vacation

Please enter desired holiday/vacation and select "Add" to enter it inta the system. Once al
holidays/vacations have been entered, select "Done'. To delete a holiday/vacation, select it from
diopdown list and select "Delete".

NOTE: 11:59 PM [23:59) indicates end of the calendar day.

Holiday// acation Name: J\

¥ &l Day Event

Start Date and Time | 742142006 j I‘IZ'DEIAM =

End Date and Timel 74212005 j |11:58PM = Cancel |

In the Holiday/Vacation Name field, type the name of the holiday or vacation you are
adding.

Note: A holiday or vacation name can be a maximum of 16 characters and may include
special characters and spaces.

Leave the All Day Event check box selected if you want a 24-hour period holiday like
New Year’s Day. Uncheck the box if the holiday or vacation you are entering is a block of
consecutive vacation days with specific start/end dates and times.

Note: The All Day Event check box is selected by default.
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4. In the Start Date and Time field, select the start date using the drop-down arrow and
selecting the date from the calendar.

Note: 12:00:00 AM indicates midnight or the start of the calendar day.

5. In the Start Time field, select a start time by using the Up and Down arrows.

Note: The Start Time field will be grayed out if the All Day Event check box is
selected.

6. Inthe End Date and Time field, select the end date using the drop-down arrow and
selecting the date from the calendar.

7. Inthe End Time field, select an end time by using the Up and Down arrows.

Note: The End Time field will be grayed out if the All Day Event check box is selected.

8. Click Save. The software displays the new holiday or vacation name in the Manage
Holidays/Vacations window.

E
W Manage Holidays/Vacations

NU.I Holiday/acation Namel Start D ate I SlarlTimel End D ate | End Time |

1 Christmas 12/25/2005 122004M  12/25/2005 11:53 PM

Add

Edit

Delete

] ]S

Close

Note: You can add additional holidays or vacations at any time.
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Editing a Holiday/Vacation

Complete the following steps to edit a holiday/vacation.

1.

From the Manage Holidays/Vacations window, select the holiday or vacation you want
to edit by clicking it.

Click Edit. The software displays the Edit Holiday/Vacation window.

x]
W Edit Holiday/Vacation

Please enter desired holiday/vacation and select “Add" to enter it into the system. Once al
holidays/vacations have been entered, select "Done'. To delete a holiday/vacation, select it from
driopdown ligt and zelect "Delete",

NOTE: 1153 Pr [23:59) indicates end of the calendar day.

Holiday/V acation Mame: ]I:hlistmas

¥ &l Day Event

Start Date and Time |12325x2005 -l |12:DDAM =

End Date and Time |12f25x2nn5 j |11-5a PM = Carcel |

In the Holiday/Vacation Name field, change the name of the holiday or vacation.

Clear the All Day Event check box if the holiday or vacation you are changing is NOT an
all day event (24 hours).

In the Start Date and Time field, change the start date, if necessary, using the drop-
down list and selecting the date from the calendar.

In the Start Time field, change the start time, if necessary, by using the Up and Down
arrows.

Note: The Start Time field will be grayed out if the All Day Event check box is
selected.

In the End Date and Time field, change the end date, if necessary, using the drop-down
arrow and selecting the date from the calendar.

In the End Time field, change the end time, if necessary, by using the Up and Down
arrows.

Note: The End Time field will be grayed out if the All Day Event check box is selected.

Click Save. The software prompts you for confirmation.
x]

& Are you sure you want ko update this holiday?

I
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10. Click Yes to update the holiday or vacation. The software alerts you that the database
has been updated and that it will search for affected doors.

E-Plex Advanced ACS System LI
@ The haliday template Christmas was updated to the database successfully, The system will now check to see if any doors are affected.

11. Click OK. If doors were affected, the software alerts you with a list of doors that need to
be re-programmed; else, the following screen is displayed.

E-Plex Advanced ACS System Ll

@ Mo doors are affected by this change.

12. Click OK again. The software displays the edited holiday or vacation in the Manage
Holidays/Vacations window.

]
W Manage Holidays/Vacations

ND.I HolidayA/acation Namel Start Date | StaltTimeI End Date | End Time |

1 Christrnas 12/25/2005 12:00AM 12/26/2005 11:53 PM

Add

Delete

ddl

Cloze

Note: You should update your locks to reflect modified holidays/vacations by
programming the M-Unit and uploading the information to the locks. For more
information, refer to M-Unit Handheld PDA in Chapter 5, Programming and Auditing
Locks.
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Deleting a Holiday/Vacation

Complete the following steps to delete a holiday/vacation.

Note: You cannot delete a holiday or vacation if it is assigned to a door.

1. From the Manage Holidays/Vacations window, select the holiday or vacation you want
to delete by clicking it.

2. Click Delete. The software prompts you for confirmation.

E-Plex Advanced ACS System x|
@ Are you sure you want ko delete haoliday Christmas?
o |

3. Click Yes to confirm. The software alerts you that the holiday or vacation has been
deleted from the database.

E-Plex Advanced ACS System 1'

@ The haliday has been deleted from database.

4. Click OK. The software returns to the updated Manage Holidays/Vacations window.

W Manage Holidays/Vacations

Ix

Mo. I Holiday"acation Name I Start Dalel SlarlTimel End Date | End Time |

Add
Edit

Bk

Cloze

Note: You should update your locks to reflect modified holidays/vacations by
programming the M-Unit and uploading the information to the locks. For more
information, refer to M-Unit Handheld PDA in Chapter 5, Programming and Auditing
Locks.
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Managing User Groups

In the E-Plex Advanced ACS software, you can group similar users into User Groups like
departments. For example, you may have a group of users who can be assigned to a user
group called Office-Staff. The user group assignment in the software is strictly for operator
convenience and does have any other effect in the functionality of the system.

Note: You can assign any number of user groups in the software.

To manage user groups, select Manage User Groups from the User Groups menu, or click
the Manage User Groups button.

User Groups e e
Manage LIser Groups ... l"l"l

The software displays the Manage User Groups window.

i
",ﬁ Manage User Groups
Mo, | User Group |
Add
Edit
Close

From this window, you can add, edit, or delete user groups.

Adding a User Group

Complete the following steps to add a user group.

1. From the Manage User Groups window, click Add. The software displays the Add User
Group window.

i
N"H Add User Group
Uszer Group
|| Save I
Cancel |

2. In the User Group field, type the name of the user group you are adding.

Note: The User Group name can be a maximum of 20 characters and may include
special characters and spaces.
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3. Click Save. The software alerts you that the user group was added to the database.
x|

@ The User Group was added to the database successfully.

4. Click OK. The software displays the new user group in the Manage User Groups

window.
]
N"H Manage User Groups
No.l Uszer Group |

1 torming Shift

Add
Edit

Delete

Pl

Close

Note: You can add additional user groups at any time.

Editing a User Group

Complete the following steps to edit a user group.
1. From the Manage User Groups window, select a user group to edit by clicking it.

2. Click Edit. The software displays the Edit User Group window.

i
N"H Edit User Group
Uszer Group
IN arning Shift Save I
Cancel |

3. Inthe User Group field, change the name of the user group.

Note: The User Group name can be a maximum of 20 characters and may include
special characters and spaces.

4. Click Save. The software alerts you that the database has been updated.
x|

@ User Group was updated to the database.
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5. Click OK. The software displays the edited user group in the Manage User Groups

window.
i
",ﬁ Manage User Groups
Mo, | User Group |

1 Night Shift

Add
Edit
Delete

Cloze

duil

Deleting a User Group

Complete the following steps to delete a user group.

1. From the Manage User Groups window, select a user group to delete by clicking it.
2. Click Delete. The software prompts you for confirmation.

=

® Are you sure you want ko delete user group Might Shift?
o |

3. Click Yes. The software alerts you that the user group has been deleted from the
database.

E-Plex Advanced ACS System LI

@ User Group was deleted from the database.

4. Click OK. The software returns to the updated Manage User Groups window.

]
N"H Manage User Groups
Mo, | Uszer Group |
Add
Edit
Close
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Note: You should update your locks to reflect modified user groups by programming
the M-Unit and uploading the information to the locks. For more information, refer to M-
Unit Handheld PDA in Chapter 5,Programming and Auditing Locks.

Managing Users

In the E-Plex Advanced ACS software, you can add and maintain Users, and if they are E-
Plex 5700 lock users, you can additionally assign their associated Prox Cards. You can add
new users, assign a Prox Card to each user, change user information, or delete existing
users and the Prox Cards assigned to them.

The E-Plex Advanced ACS software allows you to manage users from the Manage Users
menu.

Note: You can define a maximum of 3,000 users in the lock, but any number of them in the
software.

To manage users, from the Users menu select Manage Users, or click the Manage Users
button.

Users -
Manage Users ... T

The software displays the Manage Users window:

x|
,i, Manage Users
Na.l LastName| FustNamel UserGloupl User Type| P\N| Card ID |
Add
Edit
Delete

For ES700 only

Batch Enrall
Read User Card

Help
Close

Total number of Users in the system = 0

From this window, you can add, edit, or delete users. Additionally, for E-Plex 5700 lock users
only, you can batch-enroll users and read user cards using the Prox Card Reader/Enroller.

Adding a User

If you are using the Prox Card Reader/Enroller to add E-Plex 5700 users, ensure that it is
properly connected to the PC before beginning this process.

Note: A red light indicates that the enroller is ready to read a card. A green flash means
that it successfully read a card when you flash a card close to it.
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Complete the following steps to add a user:

1.

A < A

From the Manage Users window, click Add. The software displays the Add User
window.

If a Prox Card Reader is connected:

x|
i Add User

Uszer Group: ||

Last Marne: I

First Mame: I

User Type: [access =l
User PIN: [0261
Save
™ Assign Prow Card Prox Enroller —I
{ForES700 onlyy | | Connected Cancel |
CardID: | Clone User |

If a Prox Card Reader is not connected:

e
T Add User
Uszer Group: ISEIeclUserEmup j
Last Name: |
First M ame: I
User Type: IAccess j
User PIN: [6256
X Save |
™ Assign Pros Card Prox Enraller Mot Connected C |
(For ES700 only] ANCEl |
Card | I Clone User |

From the User Group drop-down list, select a user group.
In the Last Name field, type the last name of the user.
In the First Name field, type the first name of the user.

From the User Type drop-down list, select a user type. Refer to Lock User Personnel
Classifications in Chapter 1, About the E-Plex Advanced ACS.

Note: The User Type field defaults to Access User.

In the User PIN field, the User PIN for this user will be automatically generated by the
software, which can be overridden by the Operator to any other PIN of the same length.

For E-Plex 5700 lock users only, select the Assign Prox Card check box. For E-Plex
5200 lock users, proceed to step 10.

Click the Card ID field to place the cursor there, so that the Prox Reader is ready to read
the Prox Card ID of the user.

Note: The Card ID field is only available if you select the Assign Prox Card check
box.

Caution: The Card ID field should not be entered manually. It must be read from the
Prox Card via the Prox Reader/Enroller attached to the PC. For manual card ID entry,
you must do it under the Batch Enroll sub-menu selection.
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10.

1.

Place a flat side of the Prox Card on or in close proximity to the Prox Reader.

The Card ID field will display the card ID, and the Prox Reader will display a green light
once the card is successfully read.

Note: Be careful to present the Prox Card quickly so that it is read only once.

Click Save. The software alerts you that the user was enrolled.

E-Plex Advanced ACS Sy: 5'

@ User was enrolled successfully,

Click OK. The software displays the new user in the Manage Users window:
x|
,i, Manage Users
Mo, | LastNameI FustNamel Llserﬁlnupl User Typel PIM | Card ID I
1 Smith David Might Shift  Access 1856 014-17338
Edit
Delete

For ES700 only

Batch Enall
Fead User Card

Help
Cloze
Total number of Users in the spstem = 1
Editing a User
Complete the following steps to edit a user:
1. From the Manage Users window, select a user to edit by clicking it.
2. Click Edit. The software displays the Edit User window:
If a Prox Card Reader is connected:
x|
& Edit User
)
(NECTNETTaTN ol (M ight 5 hift
Last Mame: ISmilh
First Mame: IDavid
User Type: [access =l
User FIN: |1856
¥ Assign Prox Card | | Prox Enroller il
(ForES7T00 ony) | | Connected Carcel_|
Card|D: |001CA7ED Clore Wser |
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If a Prox Card Reader is not connected:

5I
T Edit User
User Group: Inght chift j
Last Mame: |Due
First Name: IJDhn
User Type: IAccess j
User PIN: [5262
.
™ Assign Pros Card Prox Enraller Mot Connected C |
(For ESF00 anly] -ancel |
Card | I Clore [ser |

o o bk~ w

10.

11.

From the User Group drop-down list, select a user group.
In the Last Name field, re-type the last name of the user.
In the First Name field, re-type the first name of the user.

From the User Type drop-down list, change the user type. Refer to Lock User
Personnel Classifications in Chapter 1, About the E-Plex Advanced ACS.

In the User PIN field, re-type a four- to eight-digit PIN for the user.

Note: A User PIN is pre-designated by the software based on your System Settings.
You may override the assigned PIN and enter a number of your choice.

For E-Plex 5700 lock users only, select the Assign Prox Card check box. For E-Plex
5200 lock users, proceed to step 11.

Click the Card ID field to place the cursor there, so that the Prox Reader is ready to read
the Prox Card ID of the user.

Note: The Card ID field is only available if you select the Assign Prox Card check box
for the E-Plex 5700 in the field.

Caution: The Card ID field should not be entered manually. It must be read from the
Prox Card via the Prox Reader/Enroller attached to the PC. For manual card ID entry,
you must do it under the Batch Enroll sub-menu selection.

Place a flat side of the Prox Card on or in close proximity to the Prox Reader.

The Card ID field will display the card ID, and the Prox Reader will display a green light
once the card is successfully read.

Note: Be careful to present the Prox Card quickly so that it is read only once.

Click Save. If no door groups were affected, the software alerts you.
x|

@ Mo doors are affected by this change.
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12. Click OK. The software displays the edited user in the Manage Users window:

x]
,i, Manage Users

Nu.l LaslNameI FustNamel UserGlUupl LUser Typel PIM | Card I0 I
1 Smith Susan Might Shift  Access 1856 014-17393

Add
Delete

For ES700 anly

Batch Enall
Read User Card

Help
Close:

Total number of Users in the spstem = 1

Note: You should update your locks to reflect modified users by programming the M-
Unit and uploading the information to the locks. For more information, refer to M-Unit
Handheld PDA in Chapter 5, Programming and Auditing Locks.

Deleting a User

Complete the following steps to delete a user:

1.
2.

From the Manage Users window, select a user to delete by clicking it.

Click Delete. The software prompts you for confirmation:

E-Plex Advanced ACS System 1'
@ Are you sure you wank ko delete user Susan Smith?
o |

Click Yes. The software alerts you that the user has been deleted from the database:

E-Plex Advanced ACS S il

@ User deleted successfully

Click OK. The software alerts you if no door groups were affected:
x|

@ Mo doors are affected by this change.
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Click OK again. The software returns to the updated Manage Users window:

B
,i. Manage Users

No.I LastNameI FlrslNamel UserGroupl User Typel PIN| Card 1D I

Add
Edit

Delete

For ES700 only

Eatch Enroll
Read User Card

Help
Close

Total number of Users in the spstem = 0

Note: You should update your locks to reflect modified users by programming the M-
Unit and uploading the information to the locks. For more information, refer to M-Unit
Handheld PDA in Chapter 5, Programming and Auditing Locks.

Batch Enrolling Users (E-Plex 5700 Only)

The Batch Enroll option allows an Operator to enroll multiple users at once. The Prox Card
Reader is not used in this process. When this option is selected, a screen will prompt the
Operator for the Facility Code and the starting and ending Prox Card numbers. This function
is only available when operating under the 26-bit Wiegand card format. The display format is
xxx-yyyyy, where xxx = 000 to 255 (Facility code) and yyyyy = 00000 to 65535 (Card
number); together, the codes comprise the card ID.

Complete the following steps to batch enroll users:

From the Manage Users window, click Batch Enroll. The software displays the Batch
Enroll User Card IDs window:

X
,i. Batch Enroll User Card IDs

Pleaze zelect Uszer Group and enter 3-digit Facility Code (000 through 255) and a 5-digit
Card Mumber (00000 through 65535); the combined value is the actual Card 10

(NETNETITI T S elect Ll ser Group

Facility Code: I

Starting Card Na. I

Save
Ending Card No. |

Cancel

2. From the User Group drop-down list, select a user group.

In the Facility Code field, type the facility code.
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Note: The facility code is a three-digit number from 000-255 that is usually not printed
on the card for security reasons. If you scan a card from the group of cards that you
want to batch enroll under the Read User Card sub-menu, you can read the facility
code as the first three digits of the card ID.

4. Inthe Starting Card No. field, type the starting card number of the group of cards you
want to enroll.

Note: The starting card number is a five-digit number from 00000-65535. The
combined value is the actual Prox Card ID.

5. Inthe Ending Card No. field, type the ending card number of the user’s Prox Card.

Note: The ending card number is a five-digit number from 00000-65535. The combined
value is the actual Prox Card ID. If you are only enrolling one card, you do not have to
enter the ending number.

6. Click Save. The software prompts you for confirmation:
X

@ 5 User Cards are being enralled. .. Do vou want to continue?

I

7. Click Yes. The software alerts you that the group Prox Card IDs have been enrolled:

E-Plex Advanced ACS System LI

@ The group of card IDs entered have been enrolled in the E-Plex Advanced ACS syskem, List will now be sorted,

8. Click OK. The software returns to the updated Manage Users window:

x|

,i, Manage Users

Na.l LastNamel FustNamel UserGloupl User Typel PIM | Card 1D |
17395 Might Shift  Access 1319 123-17355

17396 Hight Shift | Access 5431 123-17396 Add

1
2
3 17397 Might Shift  Access 8301 123-17397
4
1]

17338 Hight Shift | Access 077 123-17398
17333 Might Shift  Access 2639 123-17333 Edit

Delete

For ES700 only

Batch Enall
Fead User Card

Help
Close

Total number of Users inthe system = 5

Note: You can batch enroll users at any time.
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Reading a User Card (E-Plex 5700 Only)

Complete the following steps to read a user card:

1. From the Manage Users window, click Read User Card. The software displays the Read

Lost Card window:

x|
T Read Lost Card
Please scan Prox card and once
card is scanned, select OK.
[i
2. Scan the Prox Card using the Prox Reader.
Click OK. The software displays the Card Info Report window:
x|
T Card Info Report
Card info of scanned Prox card.
Last MName: I
First Mame: ISusan
UserType: IACCBSS
Card ID: |g14,17300
Pin: [5748
If the user of this card is not present in the system, it will display the Card Info Report
window with a “Card Not Enrolled” message:
x|
T Card Info Report
Card info of scanned Prox card
First Name: ICard Not Enrolled
UzerT ype: I
Card ID: |D14-1TSDD
PIM: I
4. Once you determine whom the Prox Card belongs to, click OK.
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5. The software prompts you for additional Prox Card searches.

E-Plex Advanced ACS Systemn Ll
@ Are there any other Prox cards to scan?
o |

6. Click Yes to scan another card or No to return to the Manage Users window.

If you click Yes, the software displays the Read Lost Card window to perform another

search:

]
'i‘ Read Lost Card
Plzase scan Prox card and once
card iz scanned, select 0K

—
Cancel

If you click No, the software returns to the Manage Users window.

7. Click No. The software returns to the Manage Users window:

x|
,i, Manage Users
Nu.l LaslNameI FustNamel UserGlUupl Uger Typel PIM | Cad 1D I
1 17395 Hight Shift | Access 1319 123-17336
2 1735 Night Shift  Access 54591 123-17336 Add
31737 Hight Shift | Access 8301 12317397
4 17338 Hight Shift | Access 077 123-17398
5173 Hight Shift | Access 2539 123-17393 Edit

Delete

For ES700 only

Eatch Enroll
Fead User Card

Help
Clase

Total number of Users inthe spstem = 5

From this window, you can add, edit, or delete users.

Managing Doors

In the E-Plex Advanced ACS software, Doors are literally the physical doors at your site
where either the E-Plex 5200 (PIN only) or the E-Plex 5700 (PIN & Prox) locks are installed.
You can define new doors, maintain doors, and delete existing doors.

The E-Plex Advanced ACS software allows you to manage doors through the Manage Doors
menu.

Note: You can define a maximum of 10,000 doors in the software.
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To manage doors, from the Door menu select Manage Doors, or click the Manage Doors
button.

Doors
Manage Doars .. ﬂ

The software displays the Manage Doors window:

x
ﬂ Manage Doors
Ma. | Dioor Groupl Dioar Namel Lack Model |
Add
Edit |
Help |
Total number of Doors in the system = 0 Clase |

Adding a Door

Complete the following steps to add a door.

1. From the Manage Doors window, click Add. The software displays the Add Door

window:
Add Door Profile il
il Add Door
Dioor Grouy Door Group
Droar Name:| |
—Lock P, ~Lock Functian
Unlack Time |2 j & Cylindical or Martise withaut Deadbolt
I— =l
Buzzerolume: |1 =1 " Cylindrical with Privacy Thumbtun
| =
Tamper Count 4 5| € Muortise with Deadbalt
Tamper Shut Time: |3D j  with Privacy
o o
e P BRI = " Residence Lock [in Paszage Mode by Default)
Lack Model
" EE200  C ES700 " Esit Trim
Cancel Clane Door |

2. From the Door Group drop-down list, select a door group.

3. Inthe Door Name field, type a name for the door.

Note: A door name can be a maximum of 20 alphanumeric characters.

4. From the Unlock Time field, select an unlock time by using the Up and Down arrows.

Note: The Unlock Time field values range between two and 20 seconds; the default is
two seconds.
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5. From the Buzzer Volume field, select a volume level by using the Up and Down arrows.

Note: The available buzzer volume levels range between zero (off) and three (loud);
the default is one (low).

6. From the Tamper Count field, select a tamper count value by using the Up and Down
arrows. The tamper count defines the number of concurrent times that an invalid PIN or
Card may be entered/presented before the lock goes into a temporary lockout mode.

Note: The available tamper count values range between three and nine; the default is
four attempts.

7. From the Tamper Shut Time field, select a tamper shut time by using the Up and Down
arrows. This is the temporary lockout or shutdown time after the tamper count limit has
been exceeded. A value of zero means that the lock will never shut down because of
illegal wrong-try attempts.

Note: The available tamper shut time values range between zero and 90. Zero means
the lock will never go into a tamper shutdown mode; the default is 30 seconds.

Select a Lock Model by clicking E5200 or E5700.
9. Select the Lock Function from one of the following options:
e Cylindrical or Mortise without Deadbolt
e Cylindrical with Privacy Thumbturn
e Mortise with Deadbolt
o  With Privacy
o Residence Lock (in Passage Mode by Default)

e Exit Trim

Note: Refer to the separate “E-Plex 5X00 Lock Function Setup Guide” for instructions
on changing to the desired BHMA lock function.

10. Click Save. The software displays the updated Manage Doors window:

F
ﬂ Manage Doors

Na. | Daar Group | Daoar Mame | Lack Madel

1 Admin Building  East Back Door 1 ESF00
Add |
Delete |
Help |

Tatal nurber of Doars in the spstem = 1 Close |
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Note: You can add additional doors at any time.

Editing a Door

Complete the following steps to edit a door:

1. From the Manage Doors window, select a door to edit by clicking it.

2. Click Edit. The software displays the Edit Door window.

]
il Edit Door
Doar Group: | B0l s
Doar Name:IEast Back Doar #1 j
—Lock P, ~Lock Function
Unlock. Time: |5 j " Cylindrical or Martize without Deadbalt
l— =
Buzzetolume: |2 =1 " Cylindrical with Privacy Thumbtuin
I =
Tamper Count 4 5| & Martise with D eadbalt
Tamper Shut Time: 30 I= & with Privacy
Manuial P Duratiors [+ —
EIEIFERREL DR = " Residence Lock [in Passage Mode by Default)
Lack Model
(CES200 (% ES700 " Esit Trim

Save Cancel

Clane Do |

o o~ w

arrows.

From the Door Group drop-down list, change the door group.
In the Door Name field, re-type the name of the door.
From the Unlock Time field, change the unlock time by using the Up and Down arrows.

From the Buzzer Volume field, change the volume level by using the Up and Down

7. From the Tamper Count field, change the tamper count value by using the Up and Down

arrows.

8. From the Tamper Shut Time field, change the tamper shut time value by using the Up

and Down arrows.

9. Select a Lock Model by clicking E5200 or E5700.

10. Change the Lock Function by selecting one of the following options:

e Cylindrical or Mortise without Deadbolt

e Cylindrical with Privacy Thumbturn

e Mortise with Deadbolt
o  With Privacy

o Residence Lock (in Passage Mode by Default)

e ExitTrim
11. Click Save. The software prompts you for confirmation:
x
@ Are you sure you wank ko update this door?
-
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12. Click Yes. The software displays the edited Manage Doors window:

x|
ﬂ Manage Doors
Mo | Door Group | Door Mame | Lock Model
1 Admin Building  west Front Door #1 ES700
Add |
Delete |
Help |
Total number of Doors in the spstem = 1 Close |

Note: You should update your locks to reflect modified door groups by programming
the M-Unit and uploading the information to the locks. For more information, refer to M-
Unit Handheld PDA in Chapter 5, Programming and Auditing Locks.

Deleting a Door

Complete the following steps to delete a door:
1. From the Manage Doors window, select a door to delete by clicking it.
2. Click Delete. The software prompts you for confirmation:

E-Plex Advanced ACS System x|

@ Are you sure you wish to delete door Wesk Front Door #1.

[

3. Click Yes. The software displays the updated Manage Doors window, where the locks
need to be re-programmed (if any):

X
ﬂ Manage Doors
No.l Doorﬁmupl DDorNamel Lock Model |
Add
Edit |
Help |
Total number of Doars in the system = 0 Close |
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Note: You should update your locks to reflect modified door groups by programming
the M-Unit and uploading the information to the locks. For more information, refer to M-
Unit Handheld PDA in Chapter 5, Programming and Auditing Locks.

Access Assignment

The Access Assignment function allows you to assign each door—one at a time—its access,
granting door and user configuration.

From this menu, you must select a door and assign the door schedules, holidays/vacations,
and the users who should have access to this door. When you assign the access schedules
to the door, you must also specify if the door schedule requires PIN access, Prox Card
access (for E-Plex 5700 only), or dual credential access (for E-Plex 5700 only). Also, for each
user type, you must also assign a schedule and optionally assign any one or more of the
following three privileges:

e Override holidays/vacations
e Override deadbolt
o First user passage entry

Finally, you can optionally enable the Passage Mode function (by default, it is disabled). After
this process, the lock configuration data is set up and prepared to be HotSynced to the
M-Unit and then uploaded to the door/lock.

To manage door access assignment, select Manage Access Assignment from the Access
Assignment menu, or click the Manage Access Assignment button.

Access Assignment o
| Manage &ccess Assignment ... | ﬂ
The software displays the Manage Access Assignment window:
x|
ﬂ Manage Access Assignment

(ST EYeT ol | S elect Doar Group

Droor Mame: I j

—Azsign Schedules, Holidaps and Users to thiz Door:

Access Schedules | Huolidaysacations | Users |

Paszage Mode Enable/Dizable
’7 % Enabled DisabledT

—Lack Configuration Profile:

Unlock Time [secs): I Tamper Caunt [# of ties]: I
Buzzer Walume [0 = off, 3 = Loud): I Manual Passage Duratian (hrs]: I

Lock Model
Tamper Shut Time [zecs]: I |7 & ER200 ¢ E&F00 Cancel |
Help

From this window, you can manage door access assignment, including:
e Assigning access schedules
e Assigning holidays/vacations

e Assigning users
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You may optionally enable the passage mode option, allowing free access to the door without
any valid PIN or card.

Managing Access Assignment

Complete the following steps to manage door access assignment:

1.
2.

5.

From the Door Group drop-down list, select a door group.

From the Door Name drop-down list, select a door name.

Note: Once you select the door group and the door name, the software displays the
Lock Configuration Profile values and the Lock Model for that door.

From the Passage Mode Enable/Disable area, click Enabled if you want the passage
mode option (it is disabled by default). This will enable you to set the free passage in one
of the following three ways:

e Manual Passage — Manual passage at the lock by the Master or the Manager(s)
only, at any time during the access schedule period.

e Auto Passage — Automatic passage at the start of the access schedule time without
any user intervention.

o First Authorized User Passage — Manual passage by entering a valid credential
(PIN, card, or dual credential, depending on the lock setup) by the first authorized
user, which can be any “privileged” user, any Manager(s), or the Master User. This is
available anytime after the start of the access schedule time.

The lock will always automatically lock back (exit free passage mode) at the end of the
programmed access schedule.

Click Access Schedules. The software displays the Assign Schedules to Door for
Access window:

Define Access Schedules x|
-:I_}) Assign Schedules to Door for Access
Door Group: Admin Building Door Name: West Front Door #1
Lock Model: E5S700
i Dioor Access Scheduk
Mo, | Schedule Namel Sun | Mon I Tue | wied I Thu | Fri I Sat | Slartl Endl Access Typel Passage Made Type
Select Schedule Marm Access Type Passage Mode Type
| | PN ¥ Manual Passage Only
Sun Mon Tue Wed Thu Fi Sat Shart End € Card " AdloPasage
H E B B E B B I % PIN + Card ' First Autharized ser Passage
Azzign | Unassign I Save I Cancel |

From the Select Schedule Name drop-down list, select a schedule.
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6. Select an Access Type from one of the following options:
e PIN (for E-Plex 5200 or E-Plex 5700)
e Card (for E-Plex 5700 only)
e PIN + Card (for E-Plex 5700 only)

Note: If the lock is an E-Plex 5200, the only option available for the access type is PIN.
If the lock is an E-Plex 5700, all three options are available for the access type.

7. If you enabled the Passage Mode from the Manage Access Assignment window, select
a Passage Mode Type from the following options:

e Manual Passage Only

Note: The available values for manual passage range between one and 24; the
default is four hours. Click the Up and Down arrows to select a value.

e Auto Passage
e First Authorized User Passage

8. Click Assign. The software displays the updated Assign Schedule to Door for Access
window:

}) Assign Schedules to Door for Access

Define Access Schedules |

Door Group: Admin Building Door Name: West Front Door #1
Lock Model: E5700

- Door Access 5chedul
Mo | Schedule Name | Sun Mon Tue ‘Wed | Thu Fri Sat Start | End | Access Type | Paszzage Mode Type
1 MNomal ‘weekday [N e =00 &b mOOPM | PIN and Card | Marwal Passage

Select Schedule Marm Access Type Paszage Mode Type
INormaIWaekday j = PN £+ Manual Passage Only
Sun Mon Tue “Wed Thu Fri  Sat Shart End € Cad © AutoPassage
r¥~~ F< FF FF F I 2:00 AM I 5:00 PM & PIN + Card ~ First Authorized Lser Passage

Azsign I Unassign I Save I Cancel |

9. Toremove an assigned access schedule, click an already assigned schedule name.

10. Click Unassign. The software prompts you for confirmation.

E-Plex Advanced ACS System il
& The access schedule Mormal Weekday will be deleted from the doar. Is this desireable?
o

11. Click Yes to confirm removal or No to cancel removal.
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12. To cancel any actions performed, click Cancel. The software returns to the Manage

Access Assignment window without making any changes.

13. To save any actions performed, click Save. The software saves your information and

returns to the Manage Access Assignment window:

1
ﬂ Manage Access Assignment
Droor Group: IAdmin Building ﬂ
Droar Mame: IW’est Front Dioor #1 ﬂ
—Azsign Schedules, Holidays and Users to this Door.
Access Schedules | Huolidays/acations I Users |
Paszage Mode Enable/Disable
’7 @ Enabled " Disabled T
—Lack Canfiguration Prafile:
Unlock Time [secs): |2 Tamper Count [# of tries]: |4
Buzzer Yolume [0 = off, 3 = Loud]: |1 Manual Passage Duration [hrs]: |4 Save
Lock Model
Tamper Shut Time [secs): IBU |7 ¢ E5200 & E5700 Cancel |
— Lock Function Help
& Cylindrical or Mortise withaut Deadbolt

14. From the Manage Access Assignment window, click Holidays/Vacations. The

software displays the Assign Holidays/Vacations to Door for Access window:

Assign Holidays/¥acations to Door for Access il
W Assign Holidays/Vacations to Door for Access
Door Group: Admin Building Door Name: %West Front Door #1

Lock Model: E5700

i~ Door Holidaps" acation:

Ho. | Holiday/vacation Marne I Start Datel StartTime | End Date | End Time

Select Holiday / Vacation Mame Start Date Start Time

Holiday™acation  Holiday ¥ acation

Holidayfacation  HolidapAYacation

End Date End Time
=l | | I
Assign I Unassign | Save Cancel |

15. From the Select Holiday/Vacation Name drop-down list, select a holiday or vacation.

Note: The software displays the holiday or vacation start date, start time, end date, and

end time.
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16. Click Assign. The software displays the updated Assign Holidays/Vacation to Door for

17.

18.

19.
20.

21.

Access window:

Assign Holidays/Yacations to Door for Access
W Assign Holidays/Vacations to Door for Access
Door Group: Admin Building Door Name: West Front Door #1

Lock Model: E5700

D oor Holidays™ acation:

No.l Holiday// acation Namel Start Date | SIartTimel End D ate | End Time

1 Christrnas 12/25/2005 12004M  12/26/2005  11:59 PM

HolidayMacation  HolidayVYacation  Holidap®Yacation  Haolidap™ acation
Select Holiday / ¥acation Name Start Date Stat Timne: End Date End Time
Christmas | | tzeszoos | qzooad | 12282008 | 11:53PM

Assign I Unassign | Save | Cancel |

To remove an assigned holiday or vacation, click an already assigned holiday/vacation to

select it.
Click Unassign. The software prompts you for confirmation:
x

& The holiday vacation Christmas will be deleted from the doar. Is this desireable?

I

Click Yes to confirm removal or No to cancel removal.

To cancel any actions performed, click Cancel. The software returns to the Manage

Access Assignment window without making any changes.

To save any actions performed, click Save. The software saves your information and

returns to the Manage Access Assignment window.
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22. From the Manage Access Assignment window, click Users. The Assign Users to
Door for Access window displays:

x
.
T Assign Users to Door For Access

Door Group: Admin Building Door Name: West Front Door #1

Lock Model: E5700

T assign Schedules & Privieges to a User, select a User and double click.

Last Mame | FirslNamel UserGroupl Uzer Tupe

| Last Mame FuslName' UserGroup' Uszer Typel Schedulesl Privileges

Dravis lan Might Shift
Lito Jeremy Might Shift
Slater Tom Might Shift
Thamas Rita Might Shift
Weathersby  Jan Might Shift

Guest
Semvice
MUnit
Manager
Access

o

Total Users assigned ta this Doar: 0

Save I Cancel I

23. Select a user by double-clicking anywhere on the user’s row. To select multiple users,
hold the Ctrl key and click the users you wish to select.

24. Click the green arrow to transfer the selected users to the fields on the right:

[]
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The software displays the users in the fields to the right:

x|
.
T Assign Users to Door For Access
Door Group: Admin Building Door Name: West Front Door #1
Lock Model: E5700
To assign Schedules & Privileges ta a Uzer, select a User and double click.
LaslNameI FirstNamel Llselﬁmupl User Type | Last Name | FilstNamal Userﬁmupl User T_l,lpal Schadulasl Privileges
Davis lan Night Shift  Guest None None
Lito Jeiemy Might Shift | Service Mone MNone
Slater Torn Might Shift | MUnit Mone MNone
Tharmas FRiita Might Shift | Manager  Mone MNone
‘wieathersby  Jan Night Shift  Access None Nane
L]
Kkl
Tatal Users assigned ta this Door: 5
Save I Cancel I

25. If you need to remove a user from the fields on the right, select the user and double-click
the red arrow to return the user to the fields on the left:

Kl

26. Double-click a user to assign Access Schedules and Privileges to a user. The software
displays the Assign Access Schedules and Privileges screen for the type of user you
selected:

e Manager

e Access
e Guest
e Service
e  M-Unit

You can assign any available Access Schedules or any (or all) of the following three
Privileges to all five types of users:

e Override holidays/vacations
e Override deadbolt

e First entry passage
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Manager User

Assign Schedules and Privileges to User:

|

[ Assign| Mo [ SchedusName |

|EEEEIEEIEEEEEEIEIEIE

- Overide Holidays/ acations
] First Entry Passage

Access User

Assign Schedules and Privileges to User:

| Assign | No.| SchedueName |
5

o]
[u]
[u]
o
o
o
o
o
[u]
[m]
[u]
o
o
o
o
o

First Entry Passage
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Assign Schedules and Privileges to User:

x|

User
an Davis

(il

| Assign Access Schedules and Privileges

Select available Schedules for User:

Assignl Mo, | Schedule Mame

| ~Guest User M

Always
Mormal Weekday
Mormal Weskend

OO00000000000000F

Select available Privileges for User:

2}

Select up to 365 Days Access with Start DateTime:

Start Date: I 8/24/2005 'l
. ¥ =l
Start Time: I .00 AM B

End D ate: I 8/24/20086 VI

End Time: | 5:00AM

0l

—3ervice User M

L}
Select up to 24 Hours Access from first Activation:

_ =

Grant Access from one time
or from 1 Hour to 24 Hours

Assign | Frivilzges

Overide Holidays acations
[m} Overide Deadbalt

[m} First Entry Passage

Save

For Guest Users, you must enter a Start Date, Start Time, End Date, and End Time for

the user’s access.

Service User

Assign Schedules and Privileges to User:

x|

- User
T IV.Jerem_u Lita

| Assign Access Schedules and Privileges

Select available Schedules for User:

Assignl Mo, | Schedule Mame

| ~Guest User M

Always
Mormal Weekday
Mormal Weskend

O0000000000000od

Select available Privileges for User:

2}

Select up to 365 Days Access with Start DateTime:

Start Date: I 8/24/2005 'l
. v =l
Start Time: I .00 AM =]

End D ate: I 8/24/2008 VI

End Time: | S:00 Ak

Lk

—3ervice User M

L}
Select up to 24 Hours Access from first Activation:

Grant Access from one time
or from 1 Hour to 24 Hours

=
24 =

Assign | Frivilzges

Overide Holidays acations
Overide Deadbalt

[m} First Entry Passage

Save

For Service Users, you must assign between one and 24 hours of access to the door.
Service Users will have PIN-only access (both in E-Plex 5200 and E-Plex 5700 locks).
The access begins when a Service User enters the valid PIN at any time (“Always”
access) and ends after the programmed time ends (one to 24 hours). You can also
assign zero (0) hours, which means that the Service User access is for one time (“one

shot”) only.
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M-Unit User
Assign Schedules and Privileges to User: il
,i, lem t | Assign Access Schedules and Privileges
om Slater
Select available Schedules for User:

Assignl No. | Scheduls Mame | ~Guest User M g
1 Always Select up to 365 Days Access with Start DateTime:
O 2 Mormal Weekday
a 3 Momal Weekend Shart Date: I 8/24/2005 vl
o 4 . .

B:00 AH -
O 5 Start Time: =i
E S End D ate: I 8/24/2008 vl
o = e =1

End Time: | S:00 Ak
o s =
O 10
O n ~Service User Manag
O 12
m] 13 Select up to 24 Hours Access from first Activation:
O 14 -
Grant Access from one time =

O 15 or from 1 Hour to 24 Hours I o j
[m| 15

Select available Privileges for User:

Azgign | Frivilzges |
Overide Holidays acations
Overide Deadbalt

[m} First Entry Passage

The M-Unit User is unique in that he or she does not have actual access to any door/lock,
but can only program or audit locks using the M-Unit Palm PDA any time of the day.

27. When you have completed the fields of the Assign Access Schedules and Privileges
window, click Save. The software returns to the Assign Users to Door for Access
window.

28. Assign Access Schedules and Privileges to any other assigned users. When you are
finished, click Save. The software returns to the Manage Access Assignment window.

29. Repeat steps 1-28 to administer additional doors.

30. Click Save. The software saves the information and closes the Manage Access
Assignment window.

Programming Locks

As soon as any door in the system has been updated with new data, the Program Locks
icon becomes active (“lights up”) to indicate the need to HotSync and upload new/changed
data to a door/lock. If data have been prepared, it should be transferred (HotSynced) to the
M-Unit so it can then be used to program the lock(s). The E-Plex Advanced ACS software
allows you to program locks from the Program menu or its equivalent Program icon.

To program locks, from the Program menu, select Program Lock, or click the Upload files
are waiting to be created button.

Program e
Program Lock. g_g
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The software displays the Data File Generator (PC to Handheld) window:

Data File Generator {PC to Handheld)

X
E’_i

MOTE: Select a Door group from the Door Groups list. The doors that are attached to that Door Group will be displayed in the Available Configuration Files list. The ones
that have undergone change and are waiting Syne file creation will be highlighted in green: To create the files, select the Select Changed Doors button: Onece all
desired doors are listed in the Doors to program list, select Program Doors to create the Sync Files. To just program user selected files, select desired files from the
fiwailable Canfiguration Files list and select the green araw. Ta remaove one or mare entries from the Doars ta pragram file, select desired files and then select the

1ed arrow,
Doar Groups: Available Configuration Files: Dinars to progran:
Doar Group | Door Mame I Last Madified | Dioar Information
Admin Building
Back Doors

=
-]

K — i
Select Changed Doars | Claze |

From this window, you can program doors to upload to the M-Unit.

Programming a Lock by Uploading Data from the PC

Complete the following steps to program a lock:

1. From the Data File Generator (PC to Handheld) window, select a door group from the

Door Groups list by clicking it. The software displays the door group with the attached
doors in the Available Configuration Files list:

Data File Generator {PC to Handheld)

x|
éj_i

MOTE: Select a Door group from the Door Groups list. The doars that are attached to that Door Group will be displayed in the &vailable Configuration Files list. The ones
that have undergone change and are waiting Sync file creation will be highlighted in green. To create the files, select the Select Changed Doors button. Once all
desired doors are listed in the Doors to program list, select Program Doors to create the Syne Files. To just program user selected files, select desired files from the
Available Configuration Files list and select the green amow. To remove one or more entries from the Doors to program file, select desired files and then select the
red armow.

Door Graups: Auvailable Canfiguration Files:

Dioor Hame | Last Modified |
East Back Door #1 840242005 [3.51p)
ain Entrance #1 7/25/2005 (5:08p]
‘West Front Door 1 8/02/2005 (3:50p)

Droors to program:

[ oor | nfiormation

=]
«|

KN i
Select Changed Doors | Claze

Note: The door groups that have undergone change and are waiting for Sync File

creation will be highlighted in green. The door groups that have not been changed will
be highlighted in pink.

2. Click the Door Name of the door you want to program or click Select Changed Doors.

e If you click the Door Name, complete steps 3—4.

o Ifyou click Select Changed Doors, complete step 5.
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3. The software displays the door name in blue, indicating that it is available to be
programmed:

Data File Generator {PC to Handheld)
=
-

x|
MOTE: Select a Door group from the Door Groups list. The doars that are attached to that Door Group will be displayed in the &vailable Configuration Files list. The ones
that have undergone change and are waiting Sync file creation will be highlighted in green. To create the files, select the Select Changed Doors button. Once all
desired doors are listed in the Doors to program list, select Program Doors to create the Syne Files. To just program user selected files, select desired files from the
red armow.

Available Configuration Files list and select the green amow. To remove one or more entries from the Doors to program file, select desired files and then select the
Door Graups:

Available Configuration Files: Droors to program:
Dioor Graup Dioar Mame Last Madifi
Admin Building
Back Doors

[ oor | nfiormation

ain Entrance #1 7/25/2005 (5:08p]
‘West Front Door 1 8/02/2005 (3:50p)

t

i
Select Changed Doors | Claze

Click the green arrow:

The software displays the door in the Doors to program area:
=

x|

MOTE: Select a Door group from the Door Groups list. The doars that are attached to that Door Group will be displayed in the &vailable Configuration Files list. The ones

that have undergone change and are waiting Sync file creation will be highlighted in green. To create the files, select the Select Changed Doors button. Once all

desired doors are listed in the Doors to program list, select Program Doors to create the Syne Files. To just program user selected files, select desired files from the
Available Configuration Files list and select the green amow. To remove one or more entries from the Doors to program file, select desired files and then select the
red armow.

Door Graups:

Auvailable Canfiguration Files: Diaors to program:
Dioor Graup | Dioar Mame | Last Maodified | Daar Information
Admin Building ain Entrance #1  7/25/2005 [5:08p) Adrrir Bullding/E ast Back Door #1
Back Doars West Front Door #1 - 8/02/2005 [3:50p)

=
-

i
Select Changed Doors | Claze

Proceed to step 6.

3-50 PKG 3114 0106

E-Plex Advanced ACS User’s Guide



Using the E-Plex Advanced ACS Software <

5. If you click Select Changed Doors, the software displays the door(s) where the lock
configuration data has been updated in the Doors to program area.

Note: The doors that have undergone change and are waiting for Sync File creation will
be the only doors that will display in the Doors to program area.

Data File Generator (PC ko Handheld) ll
=
ME 4
-
MOTE: Select a Door group from the Door Groups list. The doars that are attached to that Door Group will be displayed in the &wvailable Configuration Files list. The ones
that have undergone change and are waiting Sync file creation will be highlighted in green. To create the files. select the Select Changed Doors button. Once all

desired doors are listed in the Doors to program list, select Program Doors to create the Syne Files. To just program wser selected files, select desired files from the
Aueailable Configuration Files list and select the green amow. Ta remove one or more entries from the Doors to program file, zelect desired files and then zelect the

red armow.
Dioor Groups: Auvailable Configuration Files: Doors to program:
Dioor Graup | Dioar Mame | Last Modified | Daar Information
Admin Building Back Doors/East back door #1
Back Doors
=
+|
KN o
Select Changed Doors Program Doors | Claze

Repeat steps 3 and 4 to program additional doors.

Click Program Doors. The software alerts you that the data will be uploaded to the Palm
PDA (M-Unit):

E-Plex Advanced ACS System x|

The door data to upload to the Palm handheld was successfully prepared. The data will be uploaded the next time the Palm handheld completes a
hatsyne operation.

Click OK. The software closes the Data File Generator window.

9. HotSync the M-Unit to program locks.

Auditing Locks

As soon as any door in the system has been audited and the M-Unit has been HotSynced,
the Audit Locks icon becomes active (“lights up”).

To program locks, from the Audit menu, select Audit Lock, or click the Upload files are
waiting to be created button.

Audit >
Audit Lock g i
-

The software displays the following prompt:

E-Plex Advanced ACS System x|
Door Download(s) waiting ko be viewed. Go ko Reports ko view downloadis)
Audit walting to be viewed

Refer to Audits and User Tables from Downloaded Doors Report in the Reporting
section of this chapter to view audits.
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Reporting

The Reports option can be used to view and report on the data that you have defined in the
E-Plex Advanced ACS software and locks. It can also report on the data that you have
uploaded to locks defined in the software. Once data have been transferred (HotSynced)
from the lock to the PC, you can view and report on data from the lock. The E-Plex Advanced
ACS software allows you to generate reports from the Reports menu.

Note: Within some of the reports, you will have the option to print cards containing user
information. You can use Avery perforated card stock for Template 8871 to print the cards.

To access reports, from the Reports menu select Reports, or click the Reports Menu
button:

Repaorts =
Reports ...

The software displays the Reports Menu window:

Reports Menu 5'
—
Reports Menu
Pleaze zelect which type of repart is desired.

Access Schedules Report
Door Groups Report
Holidayz Y acations Repaort
List Auchived PC Activity Log Report
Lizt Auditz & User Tables from Downloaded Doors
List Daor Uplaads
List Daors Repart
List Daors by User Repart
List PC Activity Lag Repart
List Uzers Report
Operators Report

From this window, you can select a report to view, print, or save.

Viewing Reports

Complete the following steps to view reports.
1. From the Reports Menu window, select a report from the list by clicking it.
2. Click Select. The software displays the selected report.

3. Refer to the specific report below for further information.
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Printing Reports

Complete the following steps to print a report:

1.

Using the E-Plex Advanced ACS Software <

From the report window, click Print. The software displays the Print window:

2. Click OK. The software sends the report to the printer and confirms that the report is

Pint 2|
— Printer
Hame: Properties |
Status: Default printer; Ready
Type: HFP Laserlet 551 ki
where:  SWPEASO1YHPESI
Comment:
— Print range: Copie:
= Al Hurnber of copies 1 33
5 Pages jrnm'l ey
@ [~ Collats
) Selention
complete:
%]
@ Repart camplete,

Note: On some printers, the printed column
this happens, save the file as a text file (the

alignment of a report may not be correct. If
default folder to save Reports is

C:\Program Files\Kaba\EPlexAdvancedACS\Reports). Later, you can retrieve the
saved report through Windows Explorer, and then print it to get a properly aligned

report.

3. Click OK again. The software returns to the report window.

4. Click Close. The software returns to the Reports Menu window.

Saving a Report

Complete the following steps to save a report.

1.

To save the report to a text file, click Save. T
and prompts you for the file name:

Save s 2|
Save i I@ Fieports j gl
E AccessSchedules)E27 2005
File name: duleslE27 2005 Save I
Save as hupe: IText Files [* TT) j Cancel |

[~ Open as read-only /4'

Type a report name in the File name field.

he software displays the Save As window
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Note: The software pre-designates a file report name. You can override the name and
enter the file name of your choice.

3. Click Save. The software confirms that the report has been saved:
x|

@ Repork complete.

Click OK. The software returns to the report window.

Click Close. The software returns to the Reports Menu window.

Access Schedules Report
The Access Schedules report will display all access Schedules that have been defined in the
E-Plex Advanced ACS software.

%]
Access Schedules Report

Schedule Name Sun_| Mon | Tue | Wed | Thu | Fii Sat | Start End

MEAPM-11:58PM N I [ [ S e aOoPM 1153 P
Normal Wweskday A S [ [ S W 500 A 5.00 P
Normal weskend S O e e e 00 A 5.00 Ph

Close I Pririt | Save |

From this window, you can print and save the Access Schedules report.

Door Groups Report

The Door Groups report displays all door groups that have been defined in the E-Plex
Advanced ACS software:

x|
Door Groups Report

Dioar Group Mame |

Admin Building
Back Doors

Cloze I Pririk | Save |

From this window, you can print and save the Door Groups report.
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Holidays/Vacations Report

The Holidays/Vacations report displays all holiday/vacation periods that have been defined in
the E-Plex Advanced ACS software.

Current holidays/vacations stored in E-Plex Advanced ACS system 5'
-

Holidays/Vacations Report
Holiday/acation Namel Start Date StartTime | End D ate | End Time |

Christmas 12/25/2005 12:00AM  12/26/2005 1153 PM
Mew Year's Day 12/3/2006 12:00AM  01/02/20068 1159 PM

Close I Piirt | Save |

From this window, you can print and save the Holidays/Vacations report.

Archived PC Activity Log Report

If you have previously archived the PC Activity Log, you can view the file data using the
Archived PC Activity report. The software prompts you to select the archived file. Refer to
Archiving the PC Activity Log in Chapter 3, Using the E-Plex Advanced ACS Software
for information on how to archive the PC Activity Log.

Note: The default location shown is the Default Path for Reports as defined in System
Setup. This path is shown as the default, because it is also the default path for archiving
activity files. The archived file names usually include the date on which they were archived.

T
Loak ir: Iﬁ Reports j - £F E-

File name: IAHCDBZSDE.AHC j Open I
Files of lype: |chive Files [*ARC) =] Cancel |

I Open as read-only

i |
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Double-click the file name or select the file name and click Open. The software displays the
Archived PC Activity Log Report window:

x
Archived PC Activity Log Report

—&uchived PC Activity Log
Diate | Time | Ewent | Description | -
081772005 206 PM  Logged off system Laogged aff user name: daniel
03/17/2005  2:06 PM  User Cloned
081772005 202 PM | Audit report listed Droor Group: Admin Building, Door Mame: ‘West Front Door #1_434dmin Bulding fo
08/17/2005  1:58 P M-Unit lock data listed
08A17/2005  1:58 PM  Logged on to system Logged on user name: daniel
081772005 1:52 PM | User table report listed Droor Group: , Door M arme: gaé;l
081772005 1:44 PM | Audit report listed Door Group: Admin Building, Door Mame: ‘West Front Doar #1_434dmin Bulding
08/17/2005  1:44 PM M-Unit lock data listed
08A17/2005  1:43 PM  Audit report listed Door Group: Admin Building, Door Mame: West Front Door #1_434dmin Building
08/17/2005  1:41 PM M-Unit lock data listed
081772005 1:37 PM | Logged on to system Laogged an user name: daniel
0817/2005  1:33 PM  Loogged off system Looged off user name: daniel
03/17/2005  1:33 PM  User Cloned
081772005 1:30 PM | Logged on to system Laogged an user name: daniel
081642005 E11 PM | Logged off system Logaed aff user name: daniel
03/16/2005 611 PM  User Cloned
081622005 611 PM | Audit report listed Door Group: Admin Building, Door Mame: ‘West Front Door #1_434dmin Bulding
08/16/2005 B0 PM | User table repart listed Door Group: . Door Mame: gg[0] j
Total Records Listed: 118

Clagze I Print | Save Help

Note: Click Help at any time for online help.

From this window, you can print and save the Archived PC Activity Log Report.

Audits and User Tables from Downloaded Doors Report

The E-Plex 5200/E-Plex 5700 stores up to 30,000 audit events. The audit file is circular and
the oldest record is overwritten by the most recent. A hard reset does not clear the audit trail.

The List Audits option allows you to view data that have been downloaded from a door to the
PC through the M-Unit. The software displays a list of “download” data files, indicating the
serial number of each lock from which a data file has been received.

Download files defining doors x|

M-Unit Downloads

Select the door ta view or delste and click the appropriate button,
Double-click a door to view the door data.

Door Group | Door Name | File Description I Filz Type | Diate | Tims |
Admin Building  “west Front Door #1_4300F852  Audit Download  08M15/2005 417 PM
Admin Building  ‘west Frant Door #1_43021959  Audit Download 081672005 1250 PM
Admin Building  ‘west Frant Door #1_4302305E  Audit Download 081672005 324 PM
Admin Building  ‘West Front Door #1_430374F8  Audit Downlaad  08A7/2005  1:33 PM

e Uploadl iew Audits | [zer Tigble | Delete I Cloze | Help

Note: Click Help at any time for online help.

From this window, you can view audits and access user tables and delete M-Unit downloads.
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Viewing Audits

Complete the following steps to view audits:
1. From the M-Unit Downloads window, select a file from the list by clicking it:
x]

M-Unit Downloads

Select the door to view or delete and click the appropriate button
Double-click a door b view the door data.

Door Group | Doar Name | File Description I File: Type: | Date | Time |
Admin Bulding  ‘West Front Door #1_4300F852  Audit Download 081572005 417 PM

Admin Bulding  ‘West Front Door #1_43021959  Audit Download 081672005 1250 PM

Admin Building West Front Door #1_43023D5E  Audit Download  08A16/2005 324 PM

Ldrmin Buil Fi il dit

Wiew Uplnadl Wiew dudits | User Table | Delete | Cloze | Help |

2. Click View Audits. The software displays the Audits Report window.

x]
Audits Report

— Repart Infarmation
Dioor Name: ‘west Front Door #1 Full audit download
Door Group: Admin Building MNumber of Audit Records: 500
Date of Audit: 08/15/2005 Mumber of Dpens: 163
Time of Audit: 417 PM Lock Functiar: 1
Firmnare Wersion: 00,0008 Lock Model: EB700
— &wdit Information

[iate | Time | Last Mame | Firgt Mame | Type | Card D | FIM | Trangaction |;|
08/15/2005 10:51 AM Maszter e Audit Download —
08/15/2005  10:51 A Master == | Shart Communications
08/15/2005 10:50 AM td azter #e Stark Manual Programming Mode
08/11/2005 200 PM  ‘wWeathersby Jan Access 17395 1319 Open Pin Only
08/11/2005 300 PR Thomas Riita tManager 17398 == | Open Pin Only
08/11/2005  11:58 AM Lock Ky Ovenide Detected
08/11/2005 11:58 AM Lock Key Overnide Detected
08A10/2005  4:32 PM Lock Privacy Disabled
08/10/2005  4:32 PM Lock Privacy Enabled
08A10/2005  4:32 PM Lock Privacy Disabled
08/10/2005  4:32 PM Lock Privacy Enabled
08A10/2005 418 PM Lock Privacy Disabled
08/10/2005 418 PM Lock Privacy Enabled
08A10/2008 254 PM | Thomas Rita Manager 17398 == End Manual Programming Mode
08/10/2005 254 PR Thomaz Riita tanager 17338 = | End Communications
08A10/2008 263 PM | Thomas Rita Manager 17398  *=  Gtat Communications
08/10/2005 253 PR Thomaz Riita tanager 17338 == | Start Manual Programming Mode
08/70/2005 252 PM  Thamas Rita Manager 17338 == Open Pin Only
08/10/2005 252 PR Thomaz Riita tanager 17338 == | Open Pin Only LI
NEANINNE 2R Dk e stharsho Lo Armans 17206 1918 Mmas Bis Nl

Claze I Frint | Save Help

Note: Click Help at any time for online help.

From this window, you can print or save the report.

3. When you are finished, click Close. The software returns to the M-Unit Downloads
window.
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Accessing a User Table

Complete the following steps to access a user table:

1. From the M-Unit Downloads window, select a file from the list by clicking it:

Download files defining doors

M-Unit Downloads

Select the door to view or delete and click the appropriate button
Double-click a door b view the door data.

x|

| File: Descriennnl File Type | Date | Time

Dioor Gioup | Door Wame

Admin Bulding  ‘West Front Door #1_4300F852  Audit Download 081572005 417 PM
Admin Bulding  ‘West Front Door #1_43021959  Audit Download 081672005 1250 PM
Aidmin Building  ‘West Frant Daor #1_4302305E  Audit Downlaad  08/16/2005 324 PM
Admin Building | #1 g Download | 08 5

Wiew Upload | Wiew dudits |

User Table | Delete | Cloze | Help

2. Click User Table. The software displays the User Table Report window.

User Table Download Report 5'
B
= User Table Report
i~ Feport Information
Door Name: west Front Door #1 Murber of Users: &
Droor Growp: Admin Building Lock Function:
Firmware Yersion: 00.00.08 Lock Model: ~ ES7O0
—Door User List
PIM | Schedule(s | User Type | Card [T | User Mame |
1319 16 Access 123-17395  Jan'weathershy
2539 GuestWindow  Guest 123-17393  lan Davis
5431 00 Service Jeremy Lito
077 User not found in E-Plex Advanced ACS spstem
g3 16 U nit 123-17397 | Tom Slater
' Display Acoess Schedules " Display Holiday/\acation Settings
00 - Mo Access: 16 - Always Access
00 - Ahwaps Start: 12:004M End: 11:59 PM Days: Sun, Mon, Tue, Wed, Thu, Fri, Sat FIN Orly
Close I Print | Save | Help

Note: Click Help at any time for online help.

From this window, you can display access schedules, display holiday/vacation settings,

and print or save the report.

3. Select the Display Access Schedules option to view access schedules, or select the
Display Holiday/Vacation Settings option to view holiday/vacation settings.

4. When you are finished, click Close. The software returns to the M-Unit Downloads

window.
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Deleting an Audit

Complete the following steps to delete an audit:
1. From the M-Unit Downloads window, select a file from the list by clicking it:

x]
= & -
M-Unit Downloads

Select the door to view or delete and click the appropriate button
Double-click a door b view the door data.

Dioor Gioup | Door Wame | File: Descriennnl File Type | Date | Time |
Admin Bulding  ‘West Front Door #1_4300F852  Audit Download 081572005 417 PM
Admin Bulding  ‘West Front Door #1_43021959  Audit Download 081672005 1250 PM
Aidmin Building  ‘West Frant Daor #1_4302305E  Audit Downlaad  08/16/2005 324 PM
Admin Building | West F H1 4 F8 Download | 0841742005 :33 PH

Wiew Uplnadl Wiew dudits | User Table | Delete | Cloze | Help |

2. Click Delete. The software prompts you for confirmation:

E-Plex Advanced ACS System |

@ Are you sure you wish to delete the selected transaction?

1w |

3. Click Yes. The system deletes the door upload and returns to the M-Unit Uploads
window.

List Door Uploads (M-Unit Uploads) Report

The List Door Uploads report allows you to view any data that have been prepared using the
E-Plex Advanced ACS software for upload to the door (i.e., program the lock) via the M-Unit.
The software displays a list of prepared “upload” data files. You can view the data for each
door to ensure its accuracy before transferring it to the M-Unit via the HotSync operation.

x]
= & -
M-Unit Uploads

Select the door to view or delete and click the appropriate buttan.
Double-click a door to view the door data

Daor Group | Door Name | File: Description | Filz Type | Date | Time |
Adriin Building  Main Entrance #1 Add or Update Door - Upload | 0B/02/2005 410 PM
Back Dioore Eastback door #1 Add or Update Door - Upload | 08/02/2005 413 PM
Admin Building  East Back Door #1 Add or Update Door - Upload 08/02/2005 410 PM
Adriin Building  ‘West Front Door #1 - Add or Update Door - Upload  08/02/2005 410 PM

iew Uploadl iew Audits | [zer Tiable | Delete I Claze | Help

Note: Click Help at any time for online help.
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From this window, you can view uploads and audits, access user tables, and delete M-Unit
uploads.

Viewing Detailed Data in an Upload File

Complete the following steps to view detailed data in an upload file:

1.

From the M-Unit Upload window, select a file from the list by clicking it:

M-Unit Uploads

Select the door bo view or delete and click the appropriate button,
Double-click a door to view the door data.

x|

Door Gioup | Door Mame | File Description | File Typel Date | Time

Admin Building  kain Entrance #1 Add or Update Door - Upload | 08/02/2005 410 PM
Back Daors East back door #1  Addor Update Door - Upload  08/02/2005 413 PM
Adrin Building  East Back Door #1  Add or Update Door - Upload  08/02/2005 410 PM
. i st Front Door #1 | Add or Update Daoaor | Upload | 08/ ]

410 PH

Wiew Uploadl ViewSudits | Uzer Table | Delete | Cloze |

Help |

Click View Upload. The software displays the Door Info Report window.

Door Access User List ll

Door Info Report

Dioar Information
Door Mame: West Front Door #1

[roor Group:  Admin Building

Print I

— Pros User
Last Name | First Namel Lger Typel Card ID | FIN | Access Scheduls(s]
D aviz lan Guest 123-17333 2533
Lita Jeremy Service 000 - 00000+ 5451
Slater Tom AL it 123-17357 8301  Assigned
Thomas Rita Manager  123-17398 7077  Asszigned
‘Weathershy  Jan Access 123-17395 1319 Assigned

Print User F‘INsl

Save lsers |

Help |

Access Schedule:

01 - Nomal ‘wWeekday Start: 08:00 Ak End 0500 P Daps: Mon, Tue, wed, Thu, Fri

FIN and Card

Cloze |

— Haolidays"facation:

Mo Holidayz A acations defined

Note: Click Help at any time for online help.

From this window, you can print the report, print user PINs, and save the users in a data

file.

When you are finished, click Close. The software returns to the M-Unit Uploads window.

3-60

PKG 3114 0106

E-Plex Advanced ACS User’s Guide



Using the E-Plex Advanced ACS Software <

Deleting an Upload

Complete the following steps to delete an upload:

1. From the M-Unit Upload window, select a file from the list by clicking it:

x|
M-Unit Uploads

Select the door to view or delete and click the appropriate button,
Double-click a door to view the doar data.

Daor Gioup | Doar Mame | File Description | File Type | Date | Time |
Adrin Building  Main Entrance #1 Add or Update Door Upload | 08/02/2005 410 PM
Back Daors East back door #1  Addor Update Door Upload  08/02/2005 413 PM
Admin Building  East Back Door #1 - Add or Update Door - Upload 08/02/2005 410 PM
Adrin Bullding | “west Front Door #1 | Add or Update Daar | Upload | 0 5| 410 PM

Wiew Uploadl Wier Audits | Wser Table | Delete | Claze | Help |

2. Click Delete. The software prompts you for confirmation:

E-Plex Advanced ACS System |

@ Are you sure you wish to delete the selected transaction?
o |

3. Click Yes. The system deletes the Door Upload and returns to the M-Unit Uploads
window.

List Doors Report

The List Doors report displays all doors that have been defined in the E-Plex Advanced ACS
software. You can select a door to view detailed information about that door’s uploads.

Doors defined on E-Plex Advanced ACS system
=
Doors Report

Ix

Door Group | Door Mame |
Admin Building  East Back Door #1

Admin Building  Main Entrance #1 Wiew
Admin Building  *west Front Door #1
Back Doors East back door #1

Save

Print &l

Cloze

Pl

Help

Select the door from the list and click View or
double-click the door to view the door settings:

Note: Click Help at any time for online help.

From this window, you can view and save the Doors report, print all doors, and view door
information.
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Viewing the Doors Report

Complete the following steps to view door information:
1. From the Doors Report window, select a door by clicking it:

Doors defined on E-Plex Advanced ACS system
- &
Doors Report

x

Door Group | Droor Hame |
Adriin Building  East Back Door #1

Adrin Building  Main Entrance #1 Wiew
Adrin Building “west Front Door #1
Back Doors East back door #1

Save

Print &l

Close:

bl

Help

Select the door from the list and click Yiew or
double-click the daar to view the door settings.

2. Click View. The software displays the Door Info Report window:

Door Access User List x|

= 15

5] Door Info Report

Door Information
Door Mame: ‘west Front Dioor #1

Door Group:  Admin Building

i Prox User m

Last Name | FilslNamel User Typel Card I | FIM | Access Schedule(s] |

Dravis lan Guest 123-17393 2539

Lita Jeremy Semvice 000 - 00000 | 5451

Slater Tom AL it 123-17357 8301 Assigned Fririt User F'WSl
Thomas Rita Manager | 123-17398 7077  Assigned

‘wieathersby  Jan ACcess 123-17355 1318 Assigned

Save Users |

Help |

—Access Schedule:
01 - Momnal Weekday Stark: 0200 AWM End: 0500 P Daps: Mon, Tue, Wed, Thu, Fri PIN and Card

Close |

— Holidays"acation:
Ma Halidays A acations defined.

Note: Click Help at any time for online help.

From this window, you can print the report, print user PINs, and save the users in a data
file.

3. When you are finished, click Close. The software returns to the Doors Report window.
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List Doors by User Report

The List Doors by User report allows you to select a user and view all doors that the user has
been assigned to, as well as the access schedules associated with each door. When a user
is selected from the list, the software displays the doors assigned to that user in the Doors in
which user has access area.

To view access schedules that are assigned to that user for a door, select a door. The
software displays the access schedule in the Access Schedule user is restricted to area at
the bottom of the screen:

Door By User Report Ll

MOTE2 To view which dooils] a specific user has access to, select the user. To view which access schedule(s)
a specific: user is assigned to, select a door from the door list that appears after the user iz selected,

— User Mam —Doors in which user has aco
Last Mame | First N arme I Droor Group | Doar Mame |
Davis lan
Lita Jeremy
Slater Tom
Thomas Rita

‘weathersby  Jan

—&ccess Schedules user is resticted to

Cloze I Print | Save |

From this window, you can view user doors and access schedules, and print and save the
List Doors by User report.
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Viewing User Doors and Access Schedules

Complete the following steps to view user doors and access schedules:

1. From the Door by User Report window, select a user name from the User Name list.
The software displays the doors to which the user has access in the Doors in which
user has access area.

Door By User Repork x|

MOTEz Ta view which doorls] a specific user hag access to, select the user. To view which access schedulels)
a specific user is assigned ta, select a door from the door list that appears after the user is selected.

— User Nam —Daors in which uzer has ace
Last Mame | Firgt Marne: | Daor Group | Door Mame |
Diavis lan Adriin Building  East Back Doaor #1
Lita Jeremy Adriin Building  ‘west Frant Door #1

Tam

‘weatherzsby  Jan

Access Schedules user is restricted to

Cloze I Frint | Save |

2. To view the access schedules associated with a door, select a door from the Doors in
which user has access area. The software displays the access schedule in the Access
Schedule user is restricted to area at the bottom of the screen:

Doot By User Report 5'

MOTE? To view which door(s] 4 specific user has access to, select the user. To view which access schedule(s)
a specific user is assigned to, select a door from the door list that appears after the user is selected.

—Doors in which user has acce:

— User Mame

Last Mame | First Marne |

Davis lan
Lita Jeremy
Slater Tam
Thomas Rita

Weatherzby  Jan

—Access Schedules user is restricted to
Mormal weekday Start: 08:00 A End: 05:00 Pk Draps: Mon, Tue, Wed, Thu, Fri Prowx Card and PIN Required

Close: I Pk Save
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List PC Activity Log Report
The List PC Activity Log Report allows you to view the current data in the PC Activity Log for
the E-Plex Advanced ACS software.

X
PC Activity Log Report

— PC Activity Log

[ate | Time | Event | Deescription -
06/29/2005 552 AM  Lock report listed
06/23/2005 352 AM | M-Unit lock data listed

06/29/2005 952 AM | Logged on to system Logged on user name: janet |
06/29/2005 213 AM | Logged off system Logged off user name: janet

0B/29/2005 205 AWM Prox card uzer report listed Report Ligted

06/29/2005 205 AM  Prox card user report listed Report Listed

06/29/2005 205 AWM | PC Activity report listed Fepoit Listed

06/29/2005  1:54 AWM Lock report listed

06/23/2005  1:51 AWM M-Unit lock data listed
06/29/2005  1:48 AM  M-Unit lock data listed
06/23/2005  1:40 AM  M-Urit lock data listed

06/29/2005 058 AM  Logged on to system Logged on user name: janet

06/27/2005 959 AM | User deleted from door Usetame: 00002, Door Group: Front Doors, Door Name: test

06/27/2005 959 AM | User deleted from door Usetame: 00003, Door Group: Front Doors, Door Mame: test

0B/27/2005 553 AWM Uszer deleted from door UserMarme: 00004, Door Group: Front Doors, Door Name: test

06/27/2005 359 AWM User deleted from door UserMarne: 00005, Door Group: Front Doors, Door Name: test

06/27/2005 359 AWM User deleted from door Usetame: 00006, Door Group: Front Doors, Door Name: test

06/27/2005 959 AWM | User added to door Usetame: 00007, Door Group: Front Doors, Door Mame: test LI

Total Records Listed: 101

Cloze I Frint | Save Help

Note: Click Help at any time for online help.

From this window, you can print and save the PC Activity Log report.

List Users Report

The List Users report displays all users that have been defined in the E-Plex Advanced ACS
software.

Users defined in E-Plex Adval Ll
&

Users Report

— User List
Last Name | First Namel User Typel Card ID | FIN |
Draviz lan Guest 123-17333 2533
Lita Jeremy Service B4
Slater Tom MUnit 123-17357 | 8301
Thamas Rita Manager  123-17338 7077
‘Weathersby  Jan Access 123-17395 1319
Cloze | Print | Print Cards | Save | Help

Note: Click Help at any time for online help.

From this window, you can print and save the Users report and print user cards.
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Printing User Cards

Complete the following steps to print user cards:

1. From the Users Report window, click Print Cards. The software displays the Print
window:
P 2=
i~ Printer

Hame:

Propetties |

Status: Default printer: Ready
Tupe: HF Lazer)et 551 M
Wwhere:  SWPEASO14HPSSI
Comment:

i~ Print range:
(|

Copie:

MNumber of copies; 1 3:
) Fages [mm;l EUil_
1 Belection Iﬁl [~ Colate

Cancel

2. Click OK. The software sends the report to the printer and confirms that the report is
complete:

E-Plex Advanced ACS il

@ Repart complete.

3. Click OK again. The software displays the Users Report window.

4. Click Close. The software returns to the Reports Menu window.

List Operators Report

The Operators report displays all Operators who have been defined in the E-Plex Advanced
ACS software.

x
Operators Report

Operator Name | Operator Level |
danigl 1
D avidhd 2
SallyT 3

Cloze I Prirt | Save |

From this window, you can print and save the Operators report.
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4 Operating the
E-Plex Lock at
its Keypad

This section describes how to operate the E-Plex 5200 and the E-Plex 5700 locks at the lock
keypad, including:

e Overview of the Lock
e Configuring the Lock Functions

¢ Initial Programming of the Lock
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Overview of the Lock

This section provides an overview of the lock, including:
e States of the Lock

o Battery Life and Replacement

e Sequence of Operations

e Default Values of the E-Plex 5200 and E-Plex 5700 Lock Programmable Parameters

States of the Lock

There are three states of the lock: Factory Mode, Access Mode, and Pushbutton
Programming Mode.

Factory Mode
The Factory Mode is one of three primary states of the E-Plex 5200/E-Plex 5700 locks. The
main characteristics of this state are:

o The E-Plex 5200/E-Plex 5700 opens only when the 8-digit master combination (1-2-3-4-
5-6-7-8) is keyed in.

e The visual indication for ‘access granted’ is the green LED flashing once. A high-pitched
tone is also generated while the green LED is on.

o The Master User must change the combination to be able to exit the Factory mode, and
switch to the Access Mode.

Access Mode

Access Mode refers to a lock that is operational for user access, and not in Factory or
Pushbutton Programming Mode.

Pushbutton Programming Mode

The E-Plex 5200/E-Plex 5700 enters the Pushbutton Programming Mode when the user
enters the Master combination or one of the Manager combinations, preceded and followed
by the # button (for example, #87654321#). Once the E-Plex 5200/E-Plex 5700 is in the
Pushbutton Programming Mode, the Master/Manager can enter one or more command
sequences. Each command sequence ends with a # that acts like an <enter> button on a
keyboard. At the very end of all sequences of programming commands, enter one more # to
remove the lock from the Pushbutton Programming Mode to return to normal Access Mode.

Battery Life and Replacement

The E-Plex 5200/E-Plex 5700 locks use four “AA” Alkaline batteries. A variety of factors will
determine how long your lock operates on a set of batteries, including:

e Shelf life
e Openings per day

e Environment
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e Battery brand
e Access credential settings (PIN, Prox Card, or both)
e Lock settings

In ideal conditions, you can expect up to 120,000 openings using four “AA” Alkaline batteries.

A flash of both red and green LEDs identifies a low battery condition when a valid credential
(PIN, Prox Card, or both) is presented, and the lock will still open. When you observe a low
battery condition, the batteries should be replaced as soon as possible.

Battery Pack Replacement

Always replace all 4 batteries in the pack with good quality, AA alkaline batteries. If you
replace the batteries within 2 to 3 minutes, the lock will continue working as before, granting
and denying access to users based on their access schedules.

If the battery replacement time is longer than 2 to 3 minutes, you may lose the current date
and time of the lock, even though all the user and lock configuration parameter information
will not be lost. When the lock loses its date/time, all of your access schedule times will be
out of sync, thus denying access to valid users. In this case, you MUST update the lock’s
date/time with the current date/time in the M-Unit.

You can do this simply by putting the lock in Communications Mode (enter the 900#
command on the lock keypad and tap Program on the M-Unit screen) and then tapping
Close. On the E-Plex ACS Diagnostics screen of the M-Unit, tap Sync Clock. The M-Unit
screen will refresh and displays the correct date and time. Tap Close to exit the Diagnostic
program, and then tap Disconnect to end communications.

Important: Please ensure that your M-Unit’s current date and time are set correctly before
synchronizing with the lock. If you forget to update the date/time, the lock will keep flashing
the red LED every 8 seconds as a reminder until the lock’s date/time is updated.

Note: In rare instances, when you reconnect the lock with new batteries, the lock may not
re-initialize properly; a typical symptom is that the lock does not recognize any pushbutton
input. If this happens, disconnect the battery pack, press any one of the pushbuttons for a
minimum of 2 seconds to discharge the built-in circuit capacitance, and then re-connect the
battery pack. Wait a couple of seconds until you see the green LED flash once, followed by
the sound of the motor crunching and a high pitched beep indicating that the lock has re-
initialized properly.

Sequence of Operations
This section describes the sequence of operations for accessing and programming the E-
Plex 5200/E-Plex 5700 lock.
With the E-Plex 5200/E-Plex 5700 in the Factory Mode:

e Program the lock function of the lock if you want it to be anything other than the factory
default “Entry” function.

Note: Refer to the separate “E-Plex 5X00 Lock Function Setup Guide” for instructions
on changing to the desired BHMA lock function.

o Change factory Master to your own Master Code (always eight digits) to place lock in
Access Mode.
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The lock is now “activated” and can be programmed using the M-Unit (Maintenance Unit)
Palm PDA. For Programming and Auditing Locks using the M-Unit, refer to Chapter 5.

Default Values of the E-Plex 5200 and E-Plex 5700 Lock

Programmable Parameters

Parameters Factory Default Values
Date (MM/DD/YY) 01/01/00

Time (HH:MM) 00:00

Lock state Un-programmed

Lock function Entry

Manual Passage Mode open time limit Four hours

Passage Mode Disabled

Lockout Mode Disabled

Unlock time Two seconds
Buzzer volume control Low
Tamper shutdown time 30 seconds

Tamper attempt count

Four attempts

Access code length

Four digits

Master PIN

12345678 (Eight digits)

M-Unit user’s status

Disabled

Remote unlock

Disabled

Configuring the Lock Functions

Before putting the lock in service, you must first program the Lock Function when still in
Factory Mode. The default lock function for any lock from the factory is “Entry” lock function,
which is the same as a Cylindrical lock without a privacy thumbturn, a Mortise lock without a
deadbolt, or an Exit Trim lock. The command codes involved here are 011# and 013#. Refer
to the separate “E-Plex 5X00 Mortise and Thumbturn Addendum” sheet for detailed
instructions.

Initial Programming of the Lock

Once the required lock function is set, the lock must be programmed before daily use. This
section provides information about the initial programming of the lock, including:

e Entering Pushbutton Programming Mode

¢ Modifying the Master User PIN (Command 000#)
e Additional Pushbutton Keypad Commands

o Resetting the Lock

e  Summary of Pushbutton Programming Commands

o Visual Feedback Message Definitions
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Entering Pushbutton Programming Mode

This section describes the sequence of tasks to program the lock at the keypad in
Pushbutton Programming Mode.

1. Put the lock in Programming Mode by pressing # Master code #.

2. Use the Summary of Pushbutton Programming Commands table on page 8 of this
chapter to enter the three digit command sequence (command type + function code),
followed by #.

Enter the appropriate numbers as required.
Press # to end Programming Mode.

Once the lock is in Programming Mode, multiple command sequences can be entered
without having to repeat the # Master code #. However, if there is no activity for 15
seconds at the keypad, the lock will automatically exit from Programming Mode.

Example
o If the Master or Manager enters his/her code of 87654321, the door will open.

e If he/she enters #87654321#, the lock will enter into the Programming Mode and wait for
the next part of the command.

e If he/she enters # twice at the end of the code, for example #87654321##, the lock will go
out of Programming Mode and return to its normal mode.

Note 1: The # (pound sign) acts like the Enter key on a keyboard in your communications
with the lock. The # tells the lock that one part of the entry is finished. The # serves another
purpose—to distinguish a programming type command from a simple Access code to open
the door. A Master or Manager User can use the same number to open the door or to put
the lock in Programming Mode, the only difference being that he or she uses the # sign in
front to signal that he or she is about to enter a programming command.

Note 2: Correct errors during a command sequence. If an invalid entry occurs, recover
from the mistake by entering the (*) key, which will clear all entries made from the
beginning of the current command sequence, and will reset the 15-second time limit for
entering the code. In this case, you still have 15 seconds from the first number entered to
enter the whole code.

Modifying the Master User PIN (Command 000#)

Required User Level: Master

To change the Factory code or current Master code, follow these steps:

1. Putlock into Pushbutton Programming Mode.

2. Use the command, 000, for Master, then the new Master code number.

3. You must use eight digits between 00000000 and 99999999 as follows:
000#MMMMMMMM#; for example, 000#87654321#.

4. Enter the Master Code again 87654321# for confirmation.
Example of complete entry: 000#87654321#87654321#.
Key in another # to indicate the end of programming.

After you are finished, you will always use your own Master code. Please write down the
code and keep in a safe place. The factory code is no longer valid.
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Additional Pushbutton Keypad Commands

The following operations can only be performed at the lock’s keypad. All other functions are
to be set up and sent from the E-Plex Advanced ACS software via the M-Unit/Palm PDA.

e Activating/de-activating Passage Mode (command 399#)
e Activating/de-activating Lockout Mode (command 499#)
e Performing manual diagnostics (command 500%#)

e |dentifying a lock model (command 501#)

Activating/De-activating Passage Mode (Command 399%#)

You have already set up in the software a default duration for a lock to remain in manual
Passage Mode. When you activate manual Passage Mode at the lock keypad, it becomes
enabled for the duration you have set in the software.

If your length is six hours, and you manually activate Passage Mode at 1:00, it will
automatically re-lock at 7:00. Even if the lock was taken in and out of Passage Mode multiple
times during the six-hour period, it will still re-lock after six hours (programmable) from the
original starting period. This ensures that a lock will never remain in Passage Mode beyond
the programmed time period.

Note: This manual Passage Mode function is different than the automatic access schedule-
based Passage Mode setup in the software.

Required User Level: Master, Manager

1. Put the lock into Pushbutton Programming Mode.

2. Enter command 399# to activate/de-activate Passage Mode.

3. Enter the code where 1 = activate Passage Mode and 0 = de-activate Passage Mode.

Example of complete entry to activate Passage Mode 399#1# and 399#0# to de-activate
Passage Mode.

4. Enter another # to indicate the end of programming.

Activating/De-activating Lockout Mode (Command 499#)

You may need to use Lockout Mode, for example, during a fire or fire drill when you do not
want anyone to return to his or her office. This procedure will de-activate all regular User
Access codes that are active, including Manager codes, but excluding the Master code.

Required User Level: Master
1. Put the lock into Pushbutton Programming Mode.
2. Enter command 499# for Lockout Users Mode (all except Master).
3. Enter 1# to activate Lockout Mode and 0# to disable it.
Example of complete entry: 499#1# or 499#0#.
Enter another # to indicate the end of programming.

You have now activated or de-activated Lockout Mode.
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Performing Manual Diagnostics (Command 500#%)

Use the Diagnostics code to perform manual diagnostics of the lock, green LED, red LED,
buzzer, and the twelve pushbuttons—O0 through 9, * and #.

Note: You will need the M-Unit/Palm PDA to perform these diagnostics.

Required User Level: Master
1. Put the lock into Pushbutton Programming Mode.

2. Enter command 500# for Diagnostics. You will see a green LED and hear a high beep
followed by a red LED and a low beep.

3. Press 123456789*0#, in that exact order, to test each pushbutton. If every pushbutton is
working correctly, you will see a green LED and hear a normal beep for each pushbutton
that is pressed.

Example of Complete Entry: 500#123456789*0#.
Enter another # to indicate the end of programming.

If you see a red LED at any time that you are pressing a pushbutton, or at the end of the
code, there could be a problem with the pushbuttons.

Enter another # to indicate the end of programming.

7. If you still see the red LED, the lock has a problem. Call a service person to repair or
replace the lock.

Identifying a Lock Model (Command 501#)
Use the Lock Model Identification code to identify if the lock model is E-Plex 5200 or E-Plex
5700.
Required User Level: Master, Manager
1. Put the lock into Pushbutton Programming Mode.
2. Enter command 501# for Lock Model Identification.

3. The lock will flash the red and green LEDs twice with accompanying high-pitched tone for
E-Plex 5200 and seven times for E-Plex 5700.

4. Enter another # to indicate end of programming.

Resetting the Lock

You can return to factory default parameters by performing a Hard Reset. This returns the
lock to Factory Mode including deleting all codes, putting the lock back to factory default
values (4-digit access code length) and making the Master code 12345678. Also, the lock
function will revert to the default “Entry” function. A hard reset is performed as follows.

1. Insert the key, turn to retract latch, and hold in open position.
2. Within 5 seconds, press # and then release the key.
3. While red/green light flashes, press 12345678# on keypad.

The lock will reset. You will see two flashes of the green light with a corresponding high pitch
tone, followed by the motor “crunch,” indicating that the reset is successful.

The lock is now reset to the Factory Mode and the Master code is now 12345678.
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Summary of Pushbutton Programming Commands

Name Command Description Authorization
Configuration 000 # Modify Master User PIN (lock’s Master
MMMMMMMM activation) (Always eight digits)
MMMMMMMM#
Manual Passage 399# Activate/de-activate Passage Mode | Master, Manager
Mode P# P =0 or 1; 0 = disable Passage
Mode; 1 = enable Passage Mode
Global Lockout 499# Activate/de-activate Lockout Mode Master
Mode (Master User is not affected by
Lockout Mode)
L# L =0or 1; 0 = disable Lockout
Mode; 1 = enable Lockout Mode
Diagnostics 500# Manual diagnostic Master, Manager
123456789*0#
Lock Model 501# Identify if the lock is an E-Plex 5200 | Master, Manager
Identification or E-Plex 5700: Two sets of green
and red LED flashes for E-Plex
5200 and seven sets of green and
red LED flashes for E-Plex 5700.
Communication 900# Communications startup Master, Manager
Startup

Visual Feedback Message Definitions

Parameters

Condition

Green LED Red LED Duration Rate
Valid pushbutton pressed | ON OFF 1/10 sec Once
Timeout expired OFF ON 1 sec Once
Valid Access code keyed | ON OFF 1 sec Once
Access granted ON OFF 1/10 sec 1 sec
Access granted (battery ON ON 1/10 sec 1 sec
low condition)
Access denied OFF ON 1 sec Once
Valid programming entry | ON OFF 1 sec Once
Invalid programming OFF ON 1 sec Once
entry (including duplicate
access code)
Tamper shutdown OFF ON 2 sec Once
beginning
Tamper shutdown state OFF ON 1 sec 10 sec
Tamper shutdown ending | ON OFF 2 sec Once
Communication starting ON OFF 1 sec Once
Communication ending ON OFF 1 sec Once
Communication aborted OFF ON 1 sec Once
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failed

Parameters

Condition

Green LED Red LED Duration Rate
Communication in ON (Alternate) ON (Alternate) 1/10 sec 1 sec
progress
Hard Reset sequence in ON (Alternate) ON (Alternate) 1/2 sec Continuously
progress
Hard Reset sequence ON OFF 2 sec Once
successful
Hard Reset sequence OFF ON 2 sec Once
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5 Programming
and Auditing
Locks

The Maintenance Unit (M-Unit Palm PDA) is used to transfer (upload) data to and receive
(download) data from the locks for the purpose of programming and auditing the locks. The
items explained in this chapter include:

e M-Unit Handheld PDA

e Programming Locks

e Auditing Locks

¢ Viewing Lock Diagnostics

o Data Management
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M-Unit Handheld PDA

The Maintenance Unit (M-Unit) is Kaba Access Control's term for a handheld Personal Digital
Assistant (PDA) that communicates with the locks via infrared signal. The M-Unit PDA
connects to your PC to receive data downloaded from the PC (Lock Configuration Files, for
example), and to upload/program the locks. The infrared receiver and transmitter on the PDA,
when aligned with those of the lock, will transfer data from the PDA to the lock (program) or
from the lock to the PDA (audit).

Important: Ensure that the current date and time on your system PC and your PDA
are accurate, including the Daylight Savings Time setup. If the date and time are not
correct, your users will not be able to access the lock.

The operations involving the M-Unit are the following:

e Create Lock Configuration Files (including user data) for each lock in a door group.
e Transfer (HotSync) Lock Configuration Files from PC to M-Unit.

e Program the locks using the M-Unit.

¢ From the Audit icon, select the number of records to audit—500 is the default and
30,000 (all audits) is the maximum. If you also want to download the User Table (users
assigned to this lock), select the User Table check box.

¢ Audit the locks using the M-Unit.
o Transfer (HotSync) Lock Audit Files from the M-Unit to the PC.

e View and/or print Lock Audit Files on PC from the Reports menu.

Note: From the E-Plex ACS drop-down menu at the top left of the PDA screen, you can
also Perform Lock Diagnostics, as well as view or select Lock Configuration files from each
Door Group before programming locks.

The sequence of operations using the M-Unit is described in detail in the following
procedures:

1. Transferring Files from the PC the to the M-Unit (HotSync)

2. Transferring Files from the PC to the Lock through the M-Unit
3. Auditing Lock

4. Transferring Lock Audits from the M-Unit to the PC (HotSync)

Note: These procedures are not described in detail here, since you can perform them by
following the steps as directed by the prompts on the PDA screen.
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M-Unit User Definition

The E-Plex 5200 and E-Plex 5700 locks can have special M-Unit User Access credentials
(PIN, Prox, or both). This credential is used only to program and/or audit the lock using the
M-Unit PDA as a maintenance function only—the code will NOT open the door. When an M-
Unit User presents/enters his or her M-Unit credential, the lock enters the Communications
Mode with the M-Unit handheld PDA immediately (equivalent to entering the command
#M-Unit PIN/Card#), indicated by alternate green and red flashing LEDs. Now the M-Unit
User can program the lock.

Programming Locks

To program locks, the M-Unit User uses the M-Unit to transfer lock data from the E-Plex
Advanced ACS software to the E-Plex 5200/E-Plex 5700 lock.

Note: Before you can transfer lock data to E-Plex 5200/E-Plex 5700 locks, you must first
prepare the data in the E-Plex Advanced ACS software. Refer to Programming Locks in
chapter 3, Using the E-Plex Advanced ACS Software, for more information.

Once lock data has been prepared at the PC, you are ready to transfer data to the locks.
Complete the following steps to transfer data to the E-Plex 5200/E-Plex 5700 lock using
HotSync.

Transferring Files from the PC to the Lock through the M-Unit

1. HotSync the M-Unit. Refer to steps 1—4 of HotSyncing the M-Unit in Chapter 2, Getting
Started.

Note: If it appears that the lock data did not successfully transfer to the M-Unit, you
should check to make sure that the Palm HotSync E-Plex ACS Conduit has been
installed on the PC.

To do so, right click on the HotSync icon in the system tray of the PC. Select Custom
from the menu options to display the list of installed conduits and their actions. If
“EPlexACS” is not found in the list, go to the Windows Start menu on the PC and
access Start | Programs | E-Plex Advanced ACS | Install Palm HotSync E-Plex
ACS Conduit to install the conduit. Then, repeat the process to upload data from the
PC to the M-Unit.

2. After you have transferred the files from the PC to the M-Unit, disconnect the M-Unit from
the PC.

Note: Before you can use the M-Unit to program locks, you must have entered the
Customer Key. Refer to Entering Customer Key Information Into the M-Unit in
Chapter 2, Getting Started, for more information.

3. Go to the door you want to program.

E-Plex Advanced ACS User’s Guide PKG 3114 0106 5-3



P Programming and Auditing Locks

4. On the pushbuttons, enter one of the following sequences as applicable:
# Master PIN # 900#
# Manager PIN # 900#
# M-Unit PIN #

Note: Hereinafter, these codes will be referred to as credentials.

5. The lock now enters the Communication Mode, indicated by alternate green and red
LEDs flashing every second for up to 30 seconds.

6. Tap the E-Plex ACS icon on the M-Unit screen.

402069 Address

Card Info = [rate Book

(G )®

E-Plex N\ E-Plex RCS/ Expense

araffiti HotSwme

Audit.

alm g

" e
lex ACS

PROGRAM
: AUDIT
WL7ETR
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8. Tap Program. The M-Unit begins connecting with the lock. The screen displays a
message indicating that the M-Unit is connecting to the lock. You can click Abort to stop
connecting for any reason.

-
i, L
.Not(onnected_ :. f

9. With the screen facing upwards, hold the M-Unit up to the lock at a distance of between 4
inches and 10 inches (10 cm and 25 cm). Position the top edge of the M-Unit parallel to
the infrared glass window located above lock code buttons 1 and 2.

E-Plex 5200 E-Plex 5700

Note: If you receive a message that the communication failed, repeat the procedure.
Ensure that you are holding the M-Unit in the correct position, pointing it straight at the
lock lens, and at the correct distance.
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10. When the M-Unit and lock are communicating, the M-Unit displays the Data
Management screen with available door groups.

Al select o GROUF data file.

ALOA-2005

11. Select the door group for the door you are programming. The Data Management screen
displays the doors in the selected door group.

Main Entrance #1
AP |"est Front Door #1

)

| select aDOOR data file.

East Back Door #1
fulain Entrance #1
| ] Pest 1t Do
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13. The M-Unit prompts you that the file is ready to upload.

|| |East Back Door #1
Main Entrance #1
Thle et Foema Fuoser dbd
Upload File
E | ® West Front Door #1
| Adrmin Building
Records: 1
Bytes: 2604
2:50pm 8710705
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16. Tap OK. The upload is successful. The M-Unit returns to the E-Plex ACS main screen.

jalm . :
e-piex ncs N |
i

17. Tap Disconnect to properly disconnect the M-Unit from the lock.

18. Repeat steps 3—17 to program additional doors.

Auditing Locks

Before you can audit locks, you must select the number of records you want to see each time
you do an audit. The default is 500 and the maximum is 30,000. To select the number of
records, tap E-Plex ACS and select Preferences from the drop-down menu. Under Audit
Records, select the number—any number between 50 and 30,000. The preference is saved
even after you log out. To change the number of records, return to the Preferences menu.
You can also select audits from the last 7 days, the last 30 days, or new audits only.

Transferring Files from the Lock to the M-Unit

1. Go to the door you want to audit.

2. On the pushbuttons, enter one of the following sequences as applicable:
# Master PIN # 900#
# Manager PIN # 900#
# M-Unit PIN #

Note: Hereinafter, these codes will be referred to as credentials.

3. The lock now enters the Communication Mode, indicated by alternate green and red
LEDs flashing every second for up to 30 seconds.
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4. Tap the E-Plex ACS icon on the M-Unit screen.

~8_

402069 Address
.

Card Info &

E-Plex: \_E-Flex ACS

araffiti HotSyne

6. Tap Audit. The M-Unit begins connecting with the lock.

7. With the screen facing upwards, hold the M-Unit up to the lock at a distance of between 4
inches and 10 inches (10 cm and 25 cm). Position the top edge of the M-Unit parallel to
the infrared glass window located above lock code buttons 1 and 2.

E-Plex 5200 E-Plex 5700
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Note: If you receive a message that the communication failed, repeat the procedure.
Ensure that you are holding the M-Unit in the correct position, pointing it straight at the
lock lens, and at the correct distance.

When the Lock and M-Unit are communicating, the M-Unit displays the Audit Door
screen with a list of options to download. Select the check boxes relevant to your audit
and tap OK.

Note: To download the User Table, a list of all users with access to the lock, select the
User Table check box.

O ALL audits
O MEW audits
B User Table
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10. After the transfer is complete, the M-Unit displays the following prompt:

nformation

E @ Audit Successfull
:
- %

11. Tap OK. The download is successful. The M-Unit returns to the E-Plex ACS main
screen.

12. Tap Disconnect to disconnect the M-Unit from the lock.

13. Repeat steps 1-12 to audit additional doors.
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Transferring Lock Audits from the M-Unit to the PC

Complete the following steps to transfer lock audits from the M-Unit to the PC.

1.
2.
3.

After downloading the lock audit to the M-Unit PDA, return to your PC.
Connect the M-Unit to the PC with the cradle or cable.

HotSync the M-Unit. Refer to steps 1—4 of HotSyncing the M-Unit in Chapter 2, Getting
Started.

Note: If it appears that the lock data did not successfully transfer to the M-Unit, you
should check to make sure that the Palm HotSync E-Plex ACS Conduit has been
installed on the PC.

To do so, right click on the HotSync icon in the system tray of the PC. Select Custom
from the menu options to display the list of installed conduits and their actions. If
“EPlexACS” is not found in the list, go to the Windows Start menu on the PC and
access Start | Programs | E-Plex Advanced ACS | Install Palm HotSync E-Plex
ACS Conduit to install the conduit. Then, repeat the process to upload data from the
M-Unit to the PC.

After you have transferred the files from the M-Unit to the PC, disconnect the M-Unit from
PC.

To transfer audits into the E-Plex Advanced ACS software, refer to Auditing Locks in
Chapter 3, Using the E-Plex Advanced ACS Software.

Viewing Lock Diagnostics

You can view lock diagnostics when connected to the lock. This provides you information
about:

The model of the lock

The lock function

Time and date

Battery life

VCC

CPU MHz

Firmware version

Last key pressed on the lock
Days in use (since first startup)
Privacy/deadbolt on/off
Remote unlock on/off

Key override on/off
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To View Lock Diagnostics

Complete the following steps to view lock diagnostics.
1. Connect the M-Unit to the Lock using the Communications code.

2. From the E-Plex ACS main menu, select Diagnostics.

Diagnostics D
DatalMgt /M

 Diagnostics I
Adrnin Building
West Front Door #1

IWladel : EST00
Tirne : 12:40 prin
Date: gr18/05
Batt:5.98
oo 300
CPUMHz ;555
: FdlVer, 0.00.11
P LaostKey:#
Tirner : 18 Days

] [ Swne Clock ]

3. Tap Sync Clock if you want to synchronize the lock’s clock with the M-Unit’s.
4. When you are finished, tap Close.

Data Management

From the M-Unit, you can manage existing lock data files on the M-Unit. You can view lock
data files that you have transferred to the M-Unit and delete them if you no longer need them.

E-Plex Advanced ACS User’s Guide PKG 3114 0106 5-13



P Programming and Auditing Locks

Managing Lock Data

Complete the following steps to manage lock data, including viewing data and deleting it.

1. From the E-Plex ACS main menu, select Data Mgt.

| | Diagnestics D
i Datafgt N

am
| 'Data I'\"Iunngement_

| 5elect o GROUF data file.

ALOA-2005

=) G (o)

3. Select the door group for the door you want to manage. The Data Management screen
displays the doors in the selected door group.

AP | West Front Coor #1

[ Select ][ Delete ][ Close |

4. Select the door you are managing from the list.
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To View Lock Data

5. Tap Select. The M-Unit displays the door data.

@ West Front Door #1
Adrnin Building
Records: 1
Bytes: 2604
2:50pm 8710705

To Delete Lock Data

6. Tap Delete. The M-Unit prompts you for confirmation.

Delete Door

& Click OK to delete door:

West Front Door #1

7. Click OK. The M-Unit deletes the lock data.
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